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Abstract—Sensor-driven data meshes are crucial for continu-
ous data streams in the Industrial Internet-of-Things (IloT). Yet
establishing trust and robust governance remains a challenge
in participatory and mobile crowd sensing. This paper presents
a framework for automated onboarding of organizations and
credential management based on federated governance and
decentralized identities. The proposed design leverages feder-
ated governance, decentralized membership voting, credential
issuance, and authentication to guarantee trust between coalition
members in a data mesh network. As a result, the framework
fosters trust, simplifies domain integration, and ensures secure
collaboration in sensor-driven data mesh.

Index Terms—security, data sharing, data mesh, decentralized
identity

I. INTRODUCTION

A data mesh is a decentralized data-sharing approach that
enables multiple organizations to contribute and consume
shared data across domains and promotes efficient resource
allocation [1]. Such an approach is particularly relevant for
Industrial Internet-of-Things (IIoT) and smart cities, where
trust and cooperation are essential for aggregating sensor
data [2]. It supports local data management within a domain
while facilitating cross-domain collaboration for tasks, such
as anomaly detection, disaster response, and resource opti-
mization [3]. However, a strong trust mechanism is necessary
to protect sensitive information. Furthermore, the lack of a
unified identity layer complicates the authentication that is
required to ensure that only authorized entities can access
sensitive information [4].

Even though the data mesh concept has gained considerable
interest, there is limited work that address governance models
and no work considers the use of Decentralized Identity (DI)
within a data mesh. Multiple tools available for data mesh
architecture and can be categorized as single-tool, pre-built
stacks, and custom stacks [5]. The modular approach supports
a fully decentralized architecture, enabling each domain to
make independent choices. Nevertheless, there is a lack of fed-
erated and decentralized governance solutions [6], [7], while
some decentralized aspects for data verification, exchange, and
trust are used [8]. Additionally, the use of DI is largely over-
looked. This paper proposes a decentralized approach to cross-
organizational information exchange, leveraging Decentralized
Autonomous Organizations (DAO), smart contracts, and DI.
The approach improves trust in participatory sensing, real-time
IIoT, and smart city applications.

© 2025 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including re-printing or re-publishi

redistribution to servers or lists, or reuse of any copyrighted component of this work in other works.

Decentralized PKI
[1]- Registers
DID

/
- o
[3] - Manage % status 8‘38

Trust Coaltion Company Users
Member pany

[6] - Validates Si&

[5] Present VC

&

Data Mesh
Node

[2] - Registers Domain [4] - Looks up Domain
Ry

“~ @@

Trust Coalition DAO

Fig. 1. Trust Coalition Network Architecture

II. PROPOSED DESIGN AND IMPLEMENTATION

Governance of a decentralized data architecture requires
balancing local and global policies for user authentication and
authorization to ensure standardization, trust, and enforcement
across independent nodes and companies. To prevent domain
impersonation, new members are first verified using their
Transport Layer Security (TLS) certificate and then existing
coalition members vote on their approval. The DAO acts as
a domain registry, managing credential definitions and mem-
bership revocations. Once a new member is validated, their
Decentralized Identifier (DID) is registered in the decentralized
public key infrastructure (PKI). This allows new members to
issue Verifiable Credentials (VC) for identity and access rights,
which data mesh nodes can verify through the PKI.

As shown in Figure 1, a trust coalition member (TCM) or
an issuer, must be capable of issuing a VC to a company
user or a holder. TCM must also manage the VCs they issue,
allowing for updates and revocations (e.g., address changes or
employment termination). A data mesh node or another TCM
(a verifier) require functionality to authenticate presented VC.
Credential holders need a secure means of storing their VCs
to prove ownership and validity when necessary. Since each
TCM can issue and validate VCs, as well as manage their DID,
only validated and reputable domains can join the network to
minimize the risk of impersonation and maintain the integrity
of the trust coalition. As shown in Figure 2, to access the
information from a different domain, a user must present a VC
to the relevant verifier and a TCM application that provides
data product must be able to authenticate and authorize users
from another TCM. The verifier checks whether the issuer
domain is registered in the trust coalition via the DAO, verifies
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the credential holder’s access rights, and validates the VC sig-
nature. Access policies are determined by the domain owner.
TCM application can delegate authentication and authorization
or implement custom access control. Users requesting data are
redirected to an authorization server, which verifies credentials
through a mobile wallet connection. The server collects VCs,
requests user consent to share the requested credentials, and
enforces access based on federated governance and access
control models.
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Fig. 2. Authentication and Authorization Process

A VC service ensures interoperability between TCM
through a standard VC issuance protocol, where a creden-
tial issuer and holder establish a DIDComm connection to
issue, verify, and revoke credentials. A credential schema is
registered on Hyperledger Indy and revocations are managed
through a tails file [9]. A web client user VC schema contains
fields such as first and last name, employee ID, and their role
in the organization. A verification service involves a verifier
requesting proof from a prover. The prover responds with a
zero-knowledge proof (ZKP) demonstrating data integrity and
non-revocation status. After a new DIDComm is established,
the verifier validates the user’s VC and non-revocation proof,
issuing a JSON web token (JWT) for access. To enable
inspection of the authenticity of previously shown proofs,
each proof is timestamped, and tampered or revoked attributes
are marked as inactive, ensuring secure, privacy-preserving
authentication across domains. To guarantee a flexible access
control model, each domain can apply its access control
policies since each of them possesses a unique identifier
within the trust coalition network and is managed through the
DAO. A standard identity claim VC schema contains fields
such as first and last name, employee ID, and organization
department. A governance service enables members to decide
on the membership of a new domain or a company. During
the onboarding process, new members provide details to
register as issuers. A smart contract on the Sepolia testnet
standardizing the onboarding process, allowing members to
vote on applications, and ensuring secure governance through
decentralized identity principles, PKI standards, and Ethereum
wallets.

III. PRELIMINARY EVALUATION

The onboarding process is currently automated and supports
RSA and elliptic curve algorithms. Smart contracts are used
to validate the application through the use of a cryptographic

challenge. Depending on the new member domain, TCM can
vote for the new membership. Applications are approved or
rejected based on vote thresholds, where a two-thirds approval
results in acceptance. Credential definitions can be updated or
invalidated by members. Domain issuers can create VCs for
the users, stored securely in mobile wallets with biometric or
password access. Revoked credentials are recorded in the Indy
tails file. As a result, the credential holder cannot construct a
valid proof of non-revocation.

Scalability, availability, and interoperability are key non-
functional requirements for the proposed system. First, scala-
bility depends on the SC implementation. The trust coalition
membership is represented using a mapping type with the
keccak256 hash function, theoretically supporting up to 22°6
domains. Peer-to-peer communication via DIDComm ensures
scalability for VC issuance, while the limitation of 32,768 re-
vocable credentials per Indy tails file can be mitigated by pub-
lishing multiple credential definitions. Additionally, the system
can theoretically support a large number of users, with verifiers
managing over 3,000 concurrent proof presentations per GB
of memory via the ACA-py framework. The computational
burden for proof generation is minimal for modern mobile
devices, requiring only a few seconds. Second, availability
relies on the concurrent operation of verifiers, issuers, and
a reachable ledger hosting DIDs. Although multiple points
of failure exist, distributed ledger technology (DLT) ensures
fault tolerance through redundancy. The downtime of one node
does not affect the overall trust network or the Ethereum
blockchain maintaining the membership list. Third, interop-
erability is achieved through Docker-based containerization,
enabling the system to run on diverse hardware and software
platforms. Mobile clients available for Android and iOS ensure
accessibility for credential holders.

To prevent impersonation on the security dimension, the
trust coalition utilizes Solidity SCs for membership voting
on upcoming applications, enabling members to verify appli-
cants physically if desired. Authentication is completed with
a mobile wallet, which, depending on the wallet, requires
the use of biometrics or password to authenticate the user.
Additionally, VC design is impersonation-resistant through the
use of cryptographic techniques.

IV. CONSIDERATIONS

This work proposed a federated governance model for
a trust coalition within a participatory data mesh network.
The respective model can enable coalition governance, VC
lifecycle, and user authentication, providing a secure and user-
centric approach to cross-domain authorization. Decentralized
voting for new members ensures security through a high vote
threshold, granting coalition members control over network
membership. Interoperability is achieved via the standardized
use of DIDs, VCs, and DAO. The prototype demonstrates the
potential for a secure and decentralized collaboration, and it
can be extended into a broader trust ecosystem for exchanging
anonymized data, such as mobile crowd sensing information,
as presented above.
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