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Router capability over Wi-Fi generations
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Wi-Fi 4 Wi-Fi 5 Wi-Fi 6 Wi-Fi 7
2009 2013 2021 2024

antennas (streams) 4 8 8 16

40 MHz 160 MHz 160 MHz 320 MHzchannel width

64-QAM 256-QAM 1024-QAM 4096-QAMmodulation

56 per 20 MHz 56 per 20 MHz 242 per 20 MHz 242 per 20 MHzfrequency slices

Have you noticed your router growing?
What does all that radio do when nobody is streaming?

Maximum values: IEEE 802.11n-2009, ac-2013, ax-2021, be-2024. Slices: OFDM subcarriers in 20 MHz.





Already in use: motion sensing in millions of routers

4

Comcast’s terms, as quoted in
August:
“may disclose … to third parties
without further notice to you”

Support page, October:
“may be required to disclose … in
response to a valid subpoena, court
order, search warrant”

The Verge, 18 August 2026
Opt-in, off by default.

corporate.comcast.com, 10 Oct 2026; The Verge, TechCrunch, 18 Aug 2026; TechTimes, 19 Aug 2026; xfinity.com, 5 Oct 2026.
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Wi-Fi channel 
measurements



Sensing principle: Channel State Information (CSI)
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the signal arrives over several paths:
What is measured (CSI)direct, and off walls and furniture

amplitude

router smart plug

frequency, slice by slice
empty room: the same shape every time
someone walking: the shape keeps changing

a person absorbs and scatters
part of the signal

Illustration. Any Wi-Fi device can measure this: a plug, a lamp, a laptop.



Channel sounding and beamforming feedback
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phonerouter

WPA2 and WPA3 encrypt data frames only. IEEE 802.11ac-2013 (Wi-Fi 5), IEEE 802.11ax-2021 (Wi-Fi 6).

1 “measure the channel now”

2 a known test signal

phone measures CSI;
it stays in the chip

3 beamforming feedback

not encrypted

anyone in radio range
records step 3

Example: one captured report (step 3)

From: a4:6b:40:…
To: the router

the device’s address, in clear text:
an identifier

tells phones, laptops and TVs
apart

Format: Wi-Fi 6, 80 MHz,
4 router antennas, 2 streams

Angles ϕ, ψ for every group
of frequency slices: hundreds
to thousands of numbers

a compressed copy of the
channel: it changes when
someone moves

Sent up to several times per second, for each device.



02
Inference from 
channel data



Inference levels: presence to identity
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more personal

Four of the five use beamforming feedback that any nearby radio can capture. Most are controlled studies: few people, one building, a known layout.

Presence

someone is
home, through

walls, from 20 m

LeakyBeam (BFI),
NDSS 2025

Activity

hand gestures

Widar3.0 (CSI),
TPAMI 2022

Breathing

breathing rate
within 1 breath

per minute

Kanda et al. (BFI),
IEEE Access 2025

Keystrokes

89% of single
taps on a phone

WiKI-Eve (BFI),
CCS 2023

Identity

who is walking,
among 197 people

BFId (BFI), CCS 2025



Identification at scale (BFId, 2025)
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197 people identified with almost 100% accuracy
KIT: it “could potentially be applied to monitor protesters”.

KIT press release 069/2025 (ScienceDaily, 12 Aug 2026); Futurism, 31 May 2026; Todt, Morsbach, Strufe, ACM CCS 2025.

https://www.kit.edu/kit/english/pi_2025_069_the-spy-who-came-in-from-the-wifi-beware-of-radio-network-surveillance.php

https://futurism.com/future-society/wifi-routers-scan-body-identify-research
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Trends or privacy concern? Both?
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Kamala Harris warnt vor dem Online-Trend zu AirPods und kabelgebundenen Kopfhörern | Firstpost Am...
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Threat model: 
three observers



How we got here? ISAC and 802.11bf
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6G: the network
senses natively;

Researchers read ITU: ISAC, integrated 3GPP lists an
Wi-Fi channel sensing and intruder in a smart

measurements communication, a home among
on a laptop core 6G scenario the use cases

2011 2023 next

2013 2025
Wi-Fi 5: devices IEEE 802.11bf

standardisesreport the channel
back, unencrypted Wi-Fi sensing

ISAC: one radio, one waveform, two jobs. Sensing stops being a feature of the router and
becomes a function of the network.

ISAC: Integrated Sensing and Communication

Halperin et al., CSI Tool, SIGCOMM CCR 2011; IEEE 802.11ac-2013; ITU-R M.2160 (IMT-2030), 2023; IEEE 802.11bf-2025; 3GPP Rel-19 channel models (2025), Rel-20 studies, TR 22.837.



IEEE 802.11bf: sensing as a router function
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The router decides whom to
measure, and how often.

The router receives every
device’s report.

A privacy fix was proposed
and rejected:

Quotes: IEEE 802.11-23/1109r0 and 11-23/0782r1 (2023), as reported by P. Piron, June 2026.

https://pascalpiron.substack.com/p/wifi-sensing-and-the-privacy-fix

– “sensing privacy” never defined

– the leak “is not unique to sensing”

– “may make WLAN sensing look very bad”

– left to 802.11bi: MAC layer, not signal

https://pascalpiron.substack.com/p/wifi-sensing-and-the-privacy-fix
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Threat model: household, provider, outsider (observers)
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living room bedroom

laptop

sounding,
reports

router

outsider

phone
person, sitting still

kitchen

Household: own devices as a mesh Router: measures all Outsider: listens



Provider-side sensing in practice
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Plume, behind many providers:
keeps a motion history,
shares it with the provider.

Rogers: 7 days of motion
history in the app.

Telekom: identity “not
recognizable”. However, …
KIT: 197 people identified.

Telekom: Speedport 7, opt-in (t3n, Aug 2026)

t3n, 21 Aug 2026; Plume privacy policy, 1 Jul 2026; Rogers support page; Telekom, “Wi-Fi-Sensing einfach erklärt”.
https://t3n.de/news/wlan-router-bewegungsmelder-sicherheit-1759210/
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Cognitive Systems: how the sensing works
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One transmitter (208), two listening devices (210, 212). The person moves (214a to 214b); the
reflected paths change; the listeners see the change in every frame.

Cognitive Systems Corp., US patent 9,523,760, “Detecting motion based on repeated wireless transmissions”, FIG. 2A and 2B (filed 15 Apr 2016, granted 20 Dec
2016).



Cognitive Systems: from the home to the cloud
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The patent (2016): sensing boxes in each The deployment (2023): the gateway reports
home report over the Internet to a main over MQTT; events are stored in S3 and

control and analysis service. analysed, per AWS region.
Left: US 9,523,760, FIG. 7. Right: Cognitive Systems Corp. on AWS, “Amazon EKS journey: Wi-Fi sensing technology”, Figure 1, AWS Containers blog, 22 Nov 2023.



Observing (encrypted) traffic patterns has always been the case
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Encryption hides what. The provider
sees which device, when, how much.

asleep nobody home evening in

phone

Enough for sleep, absence and
routines (shown in 2017).

TV

smart speaker

Two channels, one provider:
motion from the radio, routine from
the traffic.

laptop

0:00 6:00 12:00 18:00 24:00

Illustration. Apthorpe, Reisman, Feamster, “A Smart Home is No Castle”, 2017 (ISP view); 
Acar et al., “Peek-a-Boo”, ACM WiSec 2020 (near the home).

And we also do it to observe mental health



Limits of existing privacy protections
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Application HTTPS, end-to-end encryption

your
Transport and networkprivacy VPN, firewall

tools

Link MAC address randomisation

Physical radio nothing: sensing reads the signal itself



04
Evidence from 
our testbed



Testbeds

23

Living room, 3.3 × 6.1 m Robotics lab, 7.0 × 4.4 m Office, 2.9 × 4.4 m

Red circles: our ESP32 boards, the kind of chip in smart plugs and lamps. Photos: K. Khamaisi; “OpenCSI”, IEEE LCN 2026.



Passive capture with a low-cost receiver
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Lab router:
97%

A low-cost ESP32-C5 board,
compared with a full-width reference
receiver.

requests heard

Lab router:
46%reports heard

3 of 4 routers we tried were audible.
It misses only frames sent in the
wide Wi-Fi 6 format.

Home router:
0%requests heard

sent in the wide Wi-Fi 6 format



The deployed system: live view
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Our dashboard for the apartment: the boards and the links between them, the occupancy map, and the presence decision, from the Wi-Fi channel alone. Screen-
shot from an earlier stage with 9 boards; the system now runs 20 boards and 380 links.



Sensing pipeline
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the decision chooses which boards transmit next

Our boards measure the channel (CSI)

Every other board Compare eachBoards take turns Clean the
measures the link with its ownto transmit, on signal: gain

channel, frequency empty-roomour server’s signal changes, outliers Combine allby frequency baseline
links every 10 s

moving, stillOur boards also overhear the feedback (BFI)
or empty?

Phones and where?Our boards Decode the Measure how
laptops report record them: no angles, frequency much the
the channel password needed by frequency angles change
to the router

20 boards, 380 links; a decision every 10 s, 10 to 20 s after a movement. ESP32-C5, the chip family of many smart plugs.



Results: occupied apartment
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Exits checked against the home’s motion sensors; location on a labelled walk.

What works

Someone is moving

Nearest board: 33% (chance 5%), if
it transmits

Flat empty ≈2 min after leaving

What does not

Sitting still looks like an empty room

7 of 30: “empty” while still home

Nearest board silent: 0%



Case study: CSI and BFI over one afternoon
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nobody home living
room

other
room

quiet living
room(no sensor)

2× Our boards (CSI, not broadcast)

1×

2× Overheard in the air (BFI, unencrypted)

1×

15:00 16:00 17:00 18:00 19:00 20:00
A weekday in September 2026, local time

Overheard feedback showed someone in the room; our CSI summary barely moved. One afternoon: a case, not a rate.



Motion is (relatively) 
easy.

Differentiating stillness
from emptiness is not 
straightforward.



05
Regulation and 
open questions



Uses and misuses
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Use Misuse

one measurementFall alert for someone living alone Profiling daily routines

Heating that follows occupancy Evidence in a court case or dispute

Checking an alarm before dispatch Checking from outside if anyone is home

Watching a partner, tenant or visitorNoticing an intruder in an empty home

the household holds it, and agreed someone else holds it; nobody agreed

The measurement is the same for both use and misuse
The key questions are who holds the data, and who agreed.



Legal coverage: household, provider, outsider
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Household: own devices, own
consent. Breathing or gait: explicit
consent.

living room bedroom

laptop

Provider: data-protection law. EU:
consent, arguably. CH: inform, allow
refusal.

router

outsider:
no rule reaches here

phone
Outsider, visitors: no clear rule. Noresident: agreed visitor:

nobody tells themkitchen authority has addressed Wi-Fi sensing
yet.

GDPR Art. 9; ePrivacy Dir. 5(3), EDPB 2/2023 § 34; AI Act Annex III; FADP Art. 5, 6; Telecom Act Art. 45c, 50; Federal Council, 20 May 2026. Not legal advice.



Kyllo v. United States (2001)
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“In the home … all details are intimate
details.”

A thermal camera on a home is a search: a
warrant is needed, “at least where the
technology is not in general public use”.

Wi-Fi sensing ships in millions of
routers. General public use?

Kyllo v. United States, 533 U.S. 27 (2001); binds the state, not companies. Image: NASA thermograph of Cleveland homes, 1977 (US National Archives, public do-
main), not the case evidence.



Discussion: computer science × law
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Is breathing, sensed by radio, health data, even when the inference is
wrong?

Who consents for visitors, who are neither subscriber nor user?

Should the Wi-Fi standard have to protect the feedback?

Who certifies what an observer cannot see, and how?



Questions?

Bruno Rodrigues
bruno.rodrigues@unisg.ch



Backup
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Our measurements: home testbed, September 2026 (CSI summary and overheard beamforming feedback, labels from motion sensors and occupant
notes); pipeline as documented in the project’s information-flow map.
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