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Abstract

Pumped-storage hydropower plants play a critical role in the energy transition by pro-
viding exible grid storage; yet, their turbines are subject to signi cant mechanical stress
due to frequent switching between generation and pumping modes. Unplanned equipment
failures in such facilities carry substantial economic consequences, motivating the need for
automated fault detection and localization systems. While acoustic anomaly detection has
been established as a viable approach for industrial condition monitoring, its application
to hydropower environments is complicated by strong background noise and variable op-
erating conditions. Furthermore, existing systems address only whether an anomaly has
occurred without identifying where within the machine room it originates.

This thesis investigates whether combining acoustic and vibration sensing within a low
cost distributed multimodal anomaly detection and localization pipeline improves upon
audio-only approaches. Five wireless sensor nodes, each integrating a microphone and an
inertial measurement unit, are deployed across a small-scale experimental setup simulating
a pumped-storage hydropower machine room. The system relies on o the shelf hardware
without precise time synchronization, keeping both cost and deployment complexity low.
Three reconstruction-based autoencoder models are trained on normal operating data:
an audio-only model, a vibration-only model, and a multimodal model combining both
modalities through feature-level fusion. Anomalies are induced by dropping a ball at nine
prede ned positions across three intensity levels, covering a range of spatial and energetic
anomaly conditions.

The results show that vibration-based detection substantially outperforms audio across
all intensity levels, with the performance gap most pronounced at low intensity, where the
audio model performs near chance level. Multimodal fusion provides marginal additional
gains over vibration alone, most notably at low anomaly intensity. For localization, au-
dio unexpectedly outperforms both vibration and multimodal models, a result attributed
to the selective nature of audio detection and the inconsistent propagation of structural
vibrations through the heterogeneous experimental setup. Overall, the results demon-
strate that reconstruction error based localization is a feasible alternative to wired high
precision time synchronization approaches, relying instead on low cost wireless hardware.
However, localization accuracy in the current prototype remains modest and warrants
further investigation.






Zusammenfassung

Pumpspeicherkraftwerke spielen eine entscheidende Rolle in der Energiewende, indem sie
exible Netzkapazitat bereitstellen. Gleichzeitig sind ihre Turbinen aufgrund deseu gen
Wechsels zwischen Erzeugungs- und Pumpbetrieb erheblichem mechanischem Stress aus-
gesetzt, und ungeplante Augiile haben erhebliche wirtschaftliche Folgen. Obwohl sich die
akustische Anomalieerkennung als praktikabler Ansataif die industrielle Zustandaiber-
wachung etabliert hat, wird ihre Anwendung in Wasserkraftumgebungen durch starke
Hintergrundgemusche und variable Betriebsbedingungen erschwert. Zudem adressieren
bestehende Systeme nur, ob eine Anomalie aufgetreten ist, ohne deren Ursprungsort im
Maschinenraum zu identi zieren.

Diese Arbeit untersucht, ob die Kombination von akustischer und Vibrationssensorik in
einer kostengnstigen, verteilten multimodalen Pipeline gegesber rein audiobasierten
Ansatzen Vorteile bietet. Fanf Sensorknoten, die jeweils ein Mikrofon und eine Inertial-
messeinheit integrieren, werden in einem kleinma &blichen Versuchsaufbau eingesetzt,
der einen Pumpspeicher-Maschinenraum simuliert. Das System verwendet handlelshe
Hardware ohne pazise Zeitsynchronisation. Drei rekonstruktionsbasierte Autoencoder-
Modelle werden auf normalen Betriebsdaten trainiert: ein reines Audiomodell, ein reines
Vibrationsmodell und ein multimodales Modell mit Fusion auf Reprsentationsebene. An-
omalien werden durch das Fallenlassen eines Balls an neun Positionen auf drei Intensi-
tatsstufen induziert.

Die Ergebnisse zeigen, dass vibrationsbasierte Erkennung die audiobasierte auf allen In-
tensitatsstufen deutlichebertri t, wobei der Unterschied bei niedriger Intensi®t am aus-
gepmgtesten ist. Multimodale Fusion bietet geringigige zustzliche Verbesserungen, am
deutlichsten bei niedriger Intensiat. Bei der Lokalisierungebertri t Audio wberraschen-
derweise beide anderen Modelle, was auf die selektive Natur der Audioerkennung und
die inkonsistente Vibrationsausbreitung im heterogenen Versuchsaufbau sakgekihrt
wird. Insgesamt zeigen die Ergebnisse, dass rekonstruktionsfehlerbasierte Lokalisierung
eine praktikable Alternative zu Systemen mit hochpsiziser Zeitsynchronisation darstellt,
wobei die Lokalisierungsgenauigkeit im aktuellen Prototyp bescheiden bleibt und weiterer
Untersuchungsbedarf besteht.
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Chapter 1

Introduction

Section 1.1 motivates the thesis by establishing the importance of condition monitoring in
pumped-storage hydropower plants and the limitations of existing approaches. Section 1.2
formulates the research questions, and Section 1.3 outlines the contributions of the work,
followed by an overview of the thesis structure in Section 1.4.

1.1 Motivation

Hydropower is Switzerland's most important domestic source of renewable energy, ac-
counting for approximately 59.5% of domestic electricity production across 704 active
plants. Among these, pumped-storage facilities contribute approximately 4.1% of total
hydropower production [1]. In the broader Alpine context, pumped-storage hydropower
plays a central role in the energy transition by providing exible, low-carbon storage ca-
pacity that complements the intermittent nature of wind and solar power [2]. Unlike
conventional hydropower plants, pumped-storage facilities must continuously alternate
between generating electricity during periods of high demand and pumping water back to
the upper reservoir during periods of surplus. This repeated switching subjects turbines
and generators to cyclic mechanical loading and dynamic stress, accelerating component
fatigue and wear over time [3].

The consequences of equipment failures in such facilities can be severe. On 3 July 2009,
a lightning induced emergency shutdown at the Rodundwerk Il pumped-storage plant in
Vorarlberg, Austria, caused a seven ton pole to detach from the rotor, destroying both
the generator and the turbine [4]. The repair required the complete replacement of the
machine set and the entire control system. Beyond the direct repair costs, the nancial
impact of such outages extends to lost production revenue. The Rodundwerk Il plant
operates at a full-load capacity of 295 MW, and at prevailing wholesale electricity prices,
Khamaisi et al. estimated that each hour of unplanned downtime alone costs over 28,000
Euros [5].

Predictive maintenance o ers a proactive alternative to reactive repair, enabling faults
to be identi ed and addressed before they escalate into costly failures [6]. Looking at

1



2 CHAPTER 1. INTRODUCTION

the broader industrial picture, unplanned downtime costs the world's 500 largest compa-
nies approximately $1.4 trillion annually, equivalent to 11% of their combined revenues.
Siemens estimates that broad adoption of Al-driven machine health monitoring across
Fortune Global 500 industrial organizations could save 2.1 million hours of downtime an-
nually, deliver $388 billion in productivity gains, and reduce maintenance costs by $233
billion through a 40% reduction [7].

Anomaly detection and localization are core components of predictive maintenance, en-
abling faults to be identi ed and located before they escalate into costly failures. Acous-
tic anomaly detection is a common approach for monitoring industrial machinery [8{11].
Khamaisi et al. [5] applied this approach directly to the Rodundwerk Il pumped-storage
plant, benchmarking several machine learning models on real-world recordings. Their
work highlights the particular challenges of hydropower environments, where strong back-
ground noise and shifting operating modes between pumping and generation complicate
reliable detection. Furthermore, their system focuses exclusively on detecting whether an
anomaly has occurred, without addressing where within the machine room it originates.

Vibration sensing o ers a physically distinct perspective on the same underlying events
and has equally been applied to anomaly detection in industrial machinery [12{14]. This
thesis investigates what vibration sensing can contribute to an anomaly detection and
localization pipeline when combined with audio, exploring whether the addition of struc-
tural vibration data improves detection reliability, enables or enhances spatial localization

of fault sources, or both. This question is investigated in the context of the machine room
of a pumped storage hydropower plant, using a controlled small scale experimental setup
designed to replicate its essential acoustic and mechanical characteristics. Figure 1.1 shows
the machine room of the Rodundwerk Il plant, illustrating the scale and complexity of
the environment that motivates this work.

Figure 1.1: Machine Room Rodundwerk 2 [5]
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1.2 Thesis Goals

Building on the work of Khamaisi et al. [5], who demonstrated the viability of acoustic
anomaly detection in a pumped-storage hydropower setting, this thesis extends the ap-
proach in two directions: the addition of vibration sensing as a complementary modality
and the introduction of spatial localization of anomaly sources. Three research questions
guide the work.

The rst question asks whether vibration sensing improves anomaly detection compared
to audio alone. While audio based anomaly detection has been established as a viable
approach, it faces well-documented challenges in noisy industrial environments. Vibration
signals propagate through machinery structures independently of airborne noise, poten-
tially o ering a more robust detection signal under such conditions.

The second question asks whether combining both modalities within a uni ed multimodal
autoencoder framework yields additional detection gains over either modality alone. Fea-
ture level fusion of audio and vibration has shown promise in comparable settings [15],
but its bene ts in a hydropower context remain unexplored.

The third question asks whether a low cost distributed sensor deployment can estimate
the spatial origin of anomalies within a machine room. Achieving the precise time syn-
chronization required by classical acoustic localization methods is not feasible with o
the shelf wireless embedded hardware. This thesis therefore investigates whether the
combined responses of spatially distributed sensor nodes provide su cient information to
localize fault sources without relying on specialized wired equipment.

1.3 Contributions

This thesis makes the following contributions. On the system side, a complete end to end
distributed multimodal anomaly detection and localization pipeline is designed and im-
plemented, spanning embedded sensor rmware, wireless data acquisition, preprocessing,
model training, inference, and spatial localization. A controlled small scale experimental
setup is constructed to simulate the essential characteristics of a pumped storage hy-
dropower machine room, enabling reproducible evaluation of the system under varying
anomaly positions and intensities.

On the scienti c side, a comparative evaluation of audio only, vibration only, and multi-
modal autoencoder models is conducted across three anomaly intensity levels. The results
provide evidence that, under the tested conditions, vibration achieves better detection re-
sults than audio, and that multimodal fusion provides marginal additional gains, most
notably at low anomaly intensity. Reconstruction error based spatial localization is eval-
uated in a distributed multimodal sensor setting in a simulated machine room context,
comparing four localization methods across modalities, drop positions, and intensity lev-
els. The analysis reveals clear trade-o s between methods that perform well at sensor
positions and those better suited to intermediate locations. The results furthermore pro-
vide evidence that reconstruction error based localization is a feasible low cost alternative
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to classical time based localization in wireless sensor deployments, though localization
accuracy in the current prototype remains modest and leaves room for improvement.

1.4 Thesis Structure

The theoretical and technical foundations of the system are established in Chapter 2, cov-
ering time-frequency representations of acoustic and vibration signals, autoencoder-based
anomaly detection, source localization techniques, and the communication protocols used
in the distributed deployment. A review of related work on acoustic and vibration-based
anomaly detection, multimodal fusion, and reconstruction error based fault localization
concludes the chapter. The system design is presented in Chapter 3, motivating the key
architectural and algorithmic decisions with reference to the related work. Chapter 4
describes the implementation of selected pipeline components and provides a practical
walkthrough of how the system is set up and operated end to end. The experimental
setup, evaluation methodology, and detection and localization results are presented in
Chapter 5, followed by a discussion and an analysis of the limitations of the work. Fi-
nally, Chapter 6 summarizes the ndings, draws conclusions with respect to the research
guestions, and outlines directions for future work.



Chapter 2

Fundamentals

The theoretical foundations of the system are introduced in Section 2.1, covering time-
frequency representations, autoencoder-based anomaly detection, and source localization.
Section 2.2 describes the communication and synchronization protocols that form the
infrastructure layer of the distributed deployment. Section 2.3 surveys existing work on
acoustic and vibration-based anomaly detection, multi-modal fusion, and reconstruction-
error-based fault localization and positions the present work relative to the state of the
art.

2.1 Theoretical Background

This section covers the core concepts on which the system is built: time-frequency rep-
resentations of acoustic and vibration signals, autoencoder-based anomaly detection, and
source localization techniques.

Mel Spectrogram

A log-mel spectrogram (LMS) is a time-frequency representation of an audio signal that

re ects how humans perceive sound. Its computation proceeds in three stages. First,
the raw audio signal is divided into short overlapping frames and the Short-Time Fourier
Transform (STFT) is applied to each frame to obtain its frequency content. Second, the
resulting spectrum is Itered using a bank of triangular Iters arranged according to the

mel scale [16, 17]. The mel scale is a perceptual frequency scale that compresses high
frequencies more than low frequencies, mimicking the fact that human hearing is more
sensitive to pitch di erences at lower frequencies. Third, the logarithm of the Iter outputs

Is taken, yielding the log-mel spectrogram [17].

Compared to a raw linear frequency spectrogram, the mel Iter bank reduces the number
of frequency bins while focusing on the ranges where human hearing is most sensitive.
Compared to Mel-Frequency Cepstral Coe cients (MFCCs), the log-mel spectrogram

5
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skips the additional Discrete Cosine Transform (DCT) step. In MFCC computation, the
DCT is applied to the log Iter bank outputs to decorrelate the coe cients, as the lter
bank energies are highly correlated with each other due to the overlapping triangular
Iters [17]. The log-mel spectrogram retains this correlation structure, making it well
suited as input to convolutional neural networks, which can process it as a two-dimensional
image and learn patterns across both time and frequency [18].

The log-mel spectrogram takes the form of a two-dimensional image in which the horizon-
tal axis represents time, the vertical axis represents mel-scaled frequency, and the color
intensity at each point encodes the log energy present in that frequency band at that mo-
ment. Sustained tonal components, such as a motor running at a constant speed, appear
as horizontal bands at the corresponding frequency. Transient events, such as impacts
or clicks, appear as brief vertical streaks spanning multiple frequency bands. Gradual
changes in machine behavior, such as a shift in rotational speed, manifest as horizontal
bands drifting up or down over time. Figure 2.1 illustrates two example log-mel spec-
trograms: one capturing steady background noise and the other showing the same signal
with several superimposed impacts.

Figure 2.1: Log-Mel Spectrogram of a Steady Vibration and Several Impacts

Continuous Wavelet Transform

The Continuous Wavelet Transform (CWT) is a time-frequency analysis technique that
decomposes a signal into a set of scaled and translated versions of a localized mother
wavelet function [19, 20]. The CWT addresses a fundamental limitation of both the
Fourier transform and the Short-Time Fourier Transform (STFT). The standard Fourier
transform provides a global frequency description but discards all temporal localization,
making it poorly suited for non-stationary signals whose frequency content changes over
time. The STFT improves on this by applying a xed-length window before transform-
ing, yielding simultaneous time and frequency information. However, its time-frequency
resolution is xed for all frequencies. The CWT, instead, uses a variable window: at high
frequencies, the window narrows, providing ne temporal resolution; at low frequencies,
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the window widens, providing ne frequency resolution [19]. This frequency dependent
resolution makes the CWT well suited for signals that contain both short transient events
and slowly varying components, as is commonly the case in industrial machinery sounds.

The result of applying the CWT to a signal is a two-dimensional scalogram, in which
the horizontal axis represents time, the vertical axis represents scale (inversely related to
frequency), and the color intensity at each point encodes the magnitude of the wavelet
coe cients [19]. High-magnitude regions indicate time intervals where the signal strongly
resembles the wavelet at the corresponding scale, revealing where transient features and
oscillatory components are concentrated in time. Figure 2.2 illustrates two example CWT
scalograms: one capturing steady background vibration and one showing the same signal
with several superimposed impacts.

Figure 2.2: CWT of a Steady Vibration and Several Impacts

Autoencoders

An autoencoder (AE) is a neural network trained to reconstruct its input at the output
layer, routing the data through a bottleneck of lower dimensionality in between [21, 22].
It consists of two components: an encoder, which compresses the input into a compact
latent representation, and a decoder, which attempts to reconstruct the original input
from that representation (See Figure 2.3). The bottleneck forces the network to discard
redundant information and retain only the most essential structure in the data.

Training is performed in an unsupervised manner by minimizing the reconstruction error
between the input and the output, commonly measured as the mean squared error (MSE)
or mean absolute error (MAE). No labels are required, the model receives only examples
of normal data and learns to capture the statistical regularities of that distribution [22].

Training is performed in an unsupervised manner by minimizing the reconstruction error

between the input and the output, commonly measured as the mean squared error (MSE)
or mean absolute error (MAE). No labels are required | the model receives only examples

of normal data and learns to capture the statistical regularities of that distribution [22].
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Figure 2.3: Autoencoder Architecture

Figure 2.4 illustrates this principle: the top row shows a normal window where the au-
toencoder produces a faithful reconstruction closely matching the input, while the bottom
row shows an anomalous window where the reconstruction deviates noticeably, resulting
in a higher reconstruction error.

Figure 2.4: Log-mel Spectrogram Reconstruction for a Normal (top) and an Anomalous
Window (Bottom)

When multiple sensor modalities are available, their complementary information can be
combined through multi-modal fusion. In feature-level fusion, each modality is processed
by a dedicated encoder branch that learns a modality-speci c latent representation; the re-
sulting representations are then merged before being passed to a shared decoder, allowing
the model to capture cross-modal interactions in the latent space [15].
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Localization

Time Di erence of Arrival (TDOA) is a source localization technique that estimates the
position of a signal source from the dierences in arrival times of the emitted signal
at spatially distributed receivers. A signal originating from a source reaches di erent
receivers at di erent times, depending on their distances from the source. For each pair of
receivers, the measured time di erence constrains the source to a curved surface in space
de ned by the two receiver positions. The intersection of such surfaces from multiple
pairs yields a position estimate. The time di erence for each pair is estimated from the
recorded signals using the generalized cross-correlation method, which identi es the time
lag at which the similarity between the two channels is maximized [23]. Accurate TDOA
estimation requires that all sensor nodes share a precise common time reference, as clock
0 sets between nodes translate directly into localization errors.

Both acoustic waves and structural vibrations lose energy as they propagate away from
their source, a phenomenon known as attenuation. This decay occurs through three
distinct mechanisms. First, geometric spreading causes the wave energy to be distributed
over an increasingly large area as the wavefront expands, reducing the amplitude even
in a perfectly lossless medium [24]. For a point source radiating in three dimensions,
the amplitude decays proportionally to 1=r, where r is the distance from the source.
Second, material damping converts a portion of the mechanical wave energy into heat
through internal friction within the medium, causing an additional exponential decay with
distance [24, 25]. Third, scattering redistributes energy in unintended directions when
the wave encounters inhomogeneities such as material boundaries, surface irregularities,
or structural discontinuities [25].

Despite their di erences, both airborne sound and structure-borne vibration share the
fundamental property that signal amplitude decreases with distance from the source [24,
25]. As a practical consequence, a sensor positioned closer to an anomaly source will
record a stronger signal than one positioned farther away, providing the physical basis
for spatially localizing anomalies from the relative response magnitudes observed across
a distributed sensor array.

Spatial localization can also be performed by interpreting the per-node reconstruction
error as a proxy for the distance between the anomaly source and each sensor. Under
the assumption that both acoustic and structural signals attenuate with distance, a node
closer to the source will produce a higher reconstruction error than a more distant one,
as the anomalous signal deviates more strongly from the learned normal representation
[26, 27]. The estimated source position is then derived by aggregating the known sensor
positions, weighted according to their respective reconstruction errors.

The centroid method computes the estimated source position as the weighted average of
all sensor node coordinates, where the weight of each node is given by its reconstruction
error. This approach is adapted from the weighted centroid localization principle intro-
duced for wireless sensor networks [28], applied here to reconstruction error rather than
received signal strength. A natural extension is the distance-weighted centroid, in which
the reconstruction error of each node is additionally weighted by its proximity to the
other nodes. Concretely, a node with high reconstruction error, supported by neighboring
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nodes with similarly elevated errors, receives a higher weight, as the spatial agreement be-
tween nearby nodes provides stronger evidence that the source is located in that region.
Conversely, an isolated node with high reconstruction error but no agreement from its
neighbors receives a reduced weight, as its response may re ect indirect signal propaga-
tion rather than true proximity to the source. This modi cation aims to produce a more
spatially robust estimate by anchoring the centroid towards regions where multiple nearby
nodes agree on anomalous activity, following the principle of inverse distance weighting
well established in spatial interpolation [29].

A simpler alternative is the maximum reconstruction error method, in which the esti-
mated source position is taken directly as the coordinates of the node with the highest
reconstruction error. This approach assumes that the closest node to the anomaly source
will always produce the strongest response and forgoes any spatial aggregation in favor
of a single discrete estimate. While computationally straightforward, this method is in-
herently limited to predicting one of the xed sensor positions, making it incapable of
estimating source locations between nodes.

2.2 Technical Background

This section describes the communication and synchronization protocols that form the
infrastructure layer of the distributed sensor system, enabling reliable data transmission
along the pipeline and ensuring that recordings across the network share a consistent time
reference.

Network Time Protocol

Keeping clocks synchronized across networked devices is a fundamental requirement for
distributed systems. The Network Time Protocol (NTP) [30] is the standard mechanism
used to achieve this over IP networks. Under ideal conditions on fast local area networks,
NTPv4 can achieve sub-millisecond accuracy, though this is not guaranteed in practice
and depends heavily on network conditions and the hardware used [30].

NTP organizes time sources into a hierarchical structure called the stratum [30, 31]. At the
top (stratum 0) sit high-precision reference clocks, such as GPS receivers or atomic clocks.
Servers synchronized directly to these are stratum 1; servers synchronized to stratum 1
servers are stratum 2, and so on. Devices closer to the root of the hierarchy generally
provide more accurate time [31]. A widely used public time service is the NTP Pool
Project [32], a large virtual cluster of volunteer-operated servers that provides stratum 2
and stratum 3 time to clients worldwide.

To estimate the correct time, an NTP client exchanges timestamped packets with one
or more servers. From the round-trip delay and the o set between the client and server
clocks, NTP computes a best estimate of the true time and gradually steers the local clock
toward it, avoiding abrupt jumps that could disrupt running processes [30].
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Message Queuing Telemetry Transport

Message Queuing Telemetry Transport (MQTT) is a lightweight, publish-subscribe mes-
saging protocol designed for constrained environments, prioritizing minimal bandwidth
usage, low power consumption, and a small code footprint, making it well-suited for loT
and machine-to-machine communication [33].

The protocol operates on a broker-based architecture [33]. Rather than communicating
directly with one another, clients connect to a central server called a broker, which is
responsible for receiving and routing all messages. A client that wishes to send data
publishes a message to a named topic. Any other client that has subscribed to that
topic receives the message automatically. Publisher and subscriber are fully decoupled |
neither needs to know of the other's existence (see Figure 2.5).

Topics are organized as hierarchical strings using forward-slash delimiters, such as build-
ing/floor2/sensor3/temperature, allowing subscribers to express interest in individual

data points or entire subtrees. MQTT also de nes three Quality of Service levels governing
delivery guaranties: at most once, at least once, and exactly once, allowing a trade-o be-
tween reliability and overhead to be made depending on the application requirements [33].

Figure 2.5: MQTT Architecture [34]

WebSockets

WebSocket is a communication protocol that provides a full-duplex channel over a single
TCP connection. It addresses the limitations of HTTP for real-time, bidirectional com-
munication. HTTP follows a strict request-response model, where the server can only
send data in response to a client request [35]. This makes it poorly suited for applications
requiring continuous data exchange, such as live monitoring or sensor streaming.

To establish a WebSocket connection, the client initiates an HTTP request with an Up-
grade header, requesting a protocol switch. If the server supports WebSocket, it responds
with HTTP status code 101 (Switching Protocols); after this, the HTTP protocol is no
longer used, and the connection transitions to the WebSocket binary frame-based proto-
col. From this point, both client and server may send messages to each other at any time
without waiting for a request over the same persistent connection. WebSocket is designed
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to operate over the standard HTTP ports 80 and 443, making it compatible with existing
infrastructure such as proxies and rewalls [35].

2.3 Related Work

This section reviews existing work on acoustic and vibration based anomaly detection,
multimodal sensor fusion, and reconstruction error based fault localization, positioning
the present work relative to the state of the art.

Anomaly Detection

Liu et al. [8] propose a self-supervised anomalous sound detection method motivated by
a key limitation of the log-mel spectrogram: its mel lter bank suppresses high-frequency
components where anomaly-relevant information may reside, leading to unstable detection
performance across machines of the same type.

To address this, the method combines two complementary features extracted from the raw
audio waveform. The rstis a standard log-mel spectrogram. The second is a learned tem-
poral feature (TF) extracted by a lightweight convolutional network designed to capture
information that the mel spectrogram discards. The two features are concatenated and
passed to MobileFaceNet (MFN) [36], a lightweight classi er trained in a self-supervised
manner using machine identity labels.

The method is evaluated on the DCASE 2020 Challenge Task 2 benchmark, covering
six types of industrial machines. Beyond the standard area under the receiver operating
characteristic curve (ROC-AUC), the authors report the minimum area under the curve
across individual machines of the same type, which measures detection consistency rather
than average performance. The proposed method outperforms the previous state-of-the-
art by 14.54% on this metric, and an ablation study con rms that the combination of
both features is essential, neither alone achieves comparable stability [8].

Subsequent work by Zhang et al. [9] extended this approach by introducing a multi-head
self-attention mechanism (MHSA) applied to the log-mel spectrogram, enabling the model
to automatically identify and emphasize the most informative frequency components for
a given machine type, further con rming that frequency-selective feature extraction is
bene cial for anomalous sound detection.

A recurring critique of log-mel spectrograms as input features is raised by Kong et al. [10],
who argue that mel Itering reduces sensitivity to high-frequency components and that
windowing in the short-time Fourier transform limits low-frequency resolution, causing
a loss of spectral detail relevant to anomaly detection. As an alternative, they use raw
spectral features computed via the Discrete Fourier Transform (DFT), which retain ner
frequency resolution across the full spectrum.
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To exploit these features, the framework o ers two network architectures trained us-
ing machine identity labels and ArcFace loss. ASDNet is a lightweight eight-layer one-
dimensional convolutional network designed for edge deployment, while SpecMFN com-
bines a spectral processing network with MobileFaceNet for higher-precision detection.
Both architectures support multiple anomaly scoring strategies, with K-Means cluster-
ing yielding the best overall results. Evaluated on the DCASE 2020 Challenge Task 2
benchmark, ASDNet achieves an average area under the receiver operating characteristic
curve of 94.42% and SpecMFN 94.36%, both substantially outperforming a log-mel base-
line, supporting the argument that spectral features carry information that mel Itering
discards [10].

Targeting the scalability limitations of per-machine binary classi ers, Peng et al. [11] pro-
pose a supervised multiclass framework for industrial acoustic anomaly detection that
trains a single model to jointly identify machine type and operational state across eight
classes on the MIMII dataset [37]. Rather than the log-mel spectrogram representations
common in the acoustic anomaly detection literature, the authors introduce Smoothed
Pseudo Wigner{Ville Distribution-based Mel-Frequency Cepstral Coe cients (SPWVD-
MFCCs) as the input feature, arguing that the higher time-frequency resolution of the
SPWVD better captures transient, non-stationary fault signatures under varying noise
conditions compared to STFT-based decompositions. The extracted features are tempo-
rally aggregated via sliding window averaging before being passed to a long short-term
memory (LSTM) convolutional neural network (CNN) classi er, which combines convolu-
tional layers for local spectral feature extraction with LSTM layers for modeling temporal
dependencies across the aggregated sequence.

Performance is evaluated using classi cation accuracy and macro F1-score under both
matched and cross-noise conditions, where the model is trained on recordings with moder-
ate background noise and tested on progressively noisier ones to simulate real deployment
variability. The signal-to-noise ratio, which measures the ratio of the machine sound level
to the background noise level, is varied across three levels in the MIMII dataset [37], with
lower values corresponding to louder and more disruptive factory noise. The framework
achieves strong classi cation performance under moderate noise and retains meaningful
accuracy even under the loudest noise condition tested, demonstrating that SPWVD-
MFCCs provide greater robustness to background interference than conventional STFT-
based features [11].

Khamaisi et al. [5] present a comparative study of acoustic anomaly detection methods
applied directly to a pumped-storage hydropower plant, speci cally the Rodundwerk Il
facility in Vorarlberg, Austria (see Figure 1.1). This setting is of direct relevance to the
present work, as hydropower machinery operates under acoustic conditions that dier
substantially from the generic industrial benchmarks commonly used in the anomaly de-
tection literature. The authors highlight that existing models trained on datasets such
as MIMII [37] often fail to generalize to the complex acoustic environment of hydropower
plants, which is characterized by strong background noise, signal re ections from concrete
structures, and highly variable operating modes as turbines switch between generation
and pumping cycles.

The preprocessing pipeline is carefully designed to handle these challenges. Raw audio is
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recorded at 16 kHz and subjected to noise reduction Itering before feature extraction,
followed by root mean square normalization to ensure consistent amplitude levels across
recordings. A Short-Time Fourier Transform is then applied with a 1024-sample window
and a hop length of 512, from which a 128-band log-mel spectrogram is derived and
converted to decibels. The resulting spectrogram is min-max normalized to the unit
interval before being segmented into overlapping frames with a 20% hop overlap, ensuring
that short transient events are not lost at frame boundaries.

Three unsupervised models are benchmarked on two datasets collected on-site: one with
synthetically induced anomalies produced by controlled hammer impacts, and one recorded
under real operational conditions, containing a naturally occurring transient event during

a turbine mode transition. The models compared are a long short-term memory au-
toencoder (LSTM-AE), a One-Class Support Vector Machine (OC-SVM), and K-Means
clustering. While all three models achieve strong separation between normal and anoma-
lous recordings with ROC AUC scores above 0.962, the F1-scores on the real-world dataset
remain modest: the highest is 0.360, obtained by the LSTM autoencoder, while the One-
Class SVM and K-Means score 0.261 and 0.314, respectively (see Table 2.1) [5].

Table 2.1: Model Comparison Hydropower Storage Plant Setting [5]

Targeting fault detection in wind turbine gearboxes, Lee et al. [12] propose an unsuper-
vised anomaly detection framework based on vibration signals, with a particular focus
on the role of preprocessing in improving detection performance. Vibration data were
collected from a wind farm in northern Sweden at a sampling rate of 12.8 kHz, covering
46 consecutive months of operation from a single wind turbine with two con rmed bearing

failures.

The preprocessing pipeline constitutes the central contribution of the paper. Raw vibra-
tion signals are rst decomposed using the Wavelet Packet Transform (WPT), which iso-
lates fault-relevant characteristics across speci ¢ frequency sub-bands. A high-pass lter
(HPF) is then applied to suppress low-frequency background noise and emphasize high-
frequency components associated with mechanical faults such as bearing wear, followed
by principal component analysis (PCA) for dimensionality reduction. Three progressive
con gurations are evaluated: PCA only, HPF with PCA, and the full WPT, HPF, and
PCA pipeline. The same model architecture is used throughout, allowing the contribution

of each preprocessing step to be assessed independently.

The model is a standard LSTM-AE trained exclusively on normal data, using the mean
squared reconstruction error as the anomaly score and a threshold derived from the normal
training distribution to ag anomalies at inference time. Performance is reported using
ROC-AUC: the PCA-only baseline achieves 0.941, the HPF-PCA con guration drops
to 0.862, suggesting that high-pass lItering without prior frequency decomposition can
suppress useful signal content, while the full WPT-HPF-PCA pipeline achieves 0.974.
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The authors conclude that targeted frequency-domain preprocessing, rather than model
complexity, is the primary driver of detection performance [12].

Radicioni, Bono, and Cinquemani [13] investigate unsupervised anomaly detection in a
degrading conveyor chain system using vibration signals from a piezoelectric accelerometer
at 64 Hz. Rather than the standard STFT, the Fourier-based Synchrosqueezing Trans-
form (FSST) is applied to produce sharper and sparser time-frequency spectrograms by
reassigning spectral energy to the instantaneous frequency of each component, making
dominant features more clearly visible. The resulting spectrograms are segmented into
xed-size image tensors and normalized with respect to motor velocity before being fed
to the model.

Four autoencoder variants are compared: a Convolutional Autoencoder (CAE) and a Vari-
ational Autoencoder (VAE), each with either a dense or spatial latent space, all trained
exclusively on healthy data and evaluated using reconstruction error as the anomaly score.
The CAE with a spatial latent space clearly outperforms the other variants, achieving
clean separation between healthy and degraded rounds with only 233k parameters com-
pared to 42M for its dense counterpart. The VAE performs poorly under reconstruction-
based metrics, which the authors attribute to a fundamental mismatch between recon-
struction error and the probabilistic structure of the variational latent space [13].

Targeting long-term condition monitoring of on-load tap changers in real power infrastruc-
ture, Dabaghi-Zarandi et al. [14] deploy accelerometers on three single-phase autotrans-
formers in the Hydro-Quebec network, continuously recording vibration signals since 2016.
The preprocessing pipeline extracts the signal envelope using the Hilbert-Huang Trans-
form (HHT) and a low-pass lter (LPF), applies time realignment to remove temperature-
induced temporal shifts between envelopes, normalizes each envelope to the unit interval,
and reshapes it from a sample vector into a matrix to enable convolutional processing.

The model is a Convolutional Variational Autoencoder (CVAE) with a deliberately con-
strained two-dimensional latent space, trained separately for each transformer family. The
low-dimensional latent space serves a dual purpose: it enables direct visualization of each
envelope as a point on a 2D scatter plot, allowing engineers to track temporal drift and
family boundaries, while also supporting anomaly detection through reconstruction error.
The anomaly threshold is initialized as the maximum reconstruction error on the train-
ing set and subsequently optimized by sweeping percentages of this default value. When
evaluated on held-out data from the same transformer family, the optimal threshold ags
only 2-5% of samples as anomalous. When applied to data from the other two transformer
families, detection rates reach 99-100%, demonstrating that the model learns a tight and
family-speci c representation of normal operation [14].

Wang et al. [38] propose HybridCube, an early fault detection framework for power trans-
formers that fuses infrared thermal imaging and acoustic signals from spatially distributed

sensors. Rather than operating on raw signals directly, each modality is rst converted

into a three-dimensional spatial representation: infrared images captured from three or-
thogonal views are projected into a volumetric temperature eld using weighted view

fusion, while acoustic signals from distributed sensors are interpolated into a continuous
3D pressure eld. The two resulting spatial cubes are then fused at the data level into a
uni ed Hybrid Cube using information entropy theory, speci cally by maximizing mutual
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information between the modalities while minimizing conditional entropy, ensuring the
fused representation retains complementary information from both sources.

The Hybrid Cube is subsequently processed by a 3D-CNN encoder that extracts local
features from spatial sub-cubes, aggregated via a sliding window into time-series feature
vectors. A ConvLSTM-based decoder then predicts future infrared image sequences, and
a Mask R-CNN module identi es anomalous regions across the three views, with results
fused via a logic check to produce fault type, location, and estimated occurrence time. The
framework was validated in a case study at the Three Gorges Power Plant, where it suc-
cessfully identi ed early-stage faults that traditional single-modality methods missed [38].

Addressing the practical challenges of irregular signal acquisition and heterogeneous sen-
sor fusion in industrial predictive maintenance, Zhang et al. [39] propose MentorPDM,
a curriculum learning framework for multi-modal predictive maintenance. Operating on
six modalities, namely vibration, force, phase current, speed, torque, and temperature,
collected from bearing test rigs, each signal is rst transformed into the frequency do-
main via the Fast Fourier Transform (FFT). A graph-augmented pretraining module then
constructs a K-Nearest Neighbor (KNN) induced graph from time segments in the spec-
tral domain and applies Graph Neural Network (GNN) message passing with a temporal
contrastive learning (TCL) objective to capture dependencies within each modality. A
bi-level curriculum learning module subsequently fuses the modality representations by
dynamically assigning attention weights to both modalities and individual samples based
on downstream task loss. Evaluated on the Paderborn bearing dataset [40] for fault clas-
si cation and remaining useful life estimation, MentorPDM achieves 60.2% accuracy and
59.6% macro F1, consistently outperforming CNN, LSTM, and Transformer baselines,
with performance improving further when using all modalities jointly compared to any
single modality alone.

MultiSenseNet [41] is a supervised multi-modal architecture for binary machine failure
risk classi cation. The model processes scalar sensor readings, including temperature,
vibration frequency, power usage, and humidity, through dedicated per-modality CNN
blocks, followed by a shared LSTM for temporal modeling, a multi-head transformer
attention mechanism for feature importance weighting, and a GNN that encodes inter-
sensor relationships based on machine type. All branches are fused via concatenation into
fully connected layers with a sigmoid output. Evaluated on two small tabular datasets

of roughly 1,000 samples each, MultiSenseNet achieves accuracies of 94.7% and 95.2%,
respectively, outperforming standalone convolutional, recurrent, graph neural networks,
and Transformer baselines.

Khan, Yeksel, and Kirchner [15] propose a multi-modal autoencoder-based anomaly de-
tection system for minor vehicle damage detection, targeting use cases such as car sharing
and eet management. The system combines an IMU accelerometer and a microphone
integrated into a compact device mounted on the vehicle's windshield. The accelerometer
captures mechanical vibration responses to impact events along all three spatial axes,
while the microphone provides complementary acoustic information.

Acceleration signals are rst passed through a low-pass Iter with a cuto at 218 Hz
before being transformed into 32 32 time-frequency representations using the CWT
with a Morlet wavelet, with one scalogram computed per accelerometer axis. Audio signals
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are processed through a bank of three band-pass lIters with di erent frequency ranges

before spectrogram computation, yielding a single-channel image of size 160 160. Both

representations are fed directly into their respective encoder branches of the autoencoder
architecture.

To integrate both modalities, the authors evaluate ve feature-level mid-fusion archi-
tectures, each processing the two modalities through separate encoder branches before
merging the resulting latent representations. The variants dier in how the fusion is
performed: simple concatenation (MAAL), convolutional re nement of the concatenated
representation (MAA2), additional max-pooling after convolution (MAA3), an attention
mechanism applied to the joint representation (MAtten), and an attention bottleneck ar-
chitecture (MBotF). This progression allows the authors to assess the trade-o between
fusion complexity and detection performance.

The pooling-based variant MAA3 (see Figure 3.3) achieves the best overall performance,
reaching a ROC-AUC of 0.92 on the audio modality, compared to 0.84 for the unimodal
audio baseline and 0.80 for the unimodal acceleration baseline. Among the multi-modal
variants, performance improves progressively from simple concatenation (MAAL, 0.74)
through convolutional fusion (MAA2, 0.82) to pooling-based fusion (MAA3, 0.92), while
the more complex attention-based and bottleneck variants (MAtten, MBotF, both 0.62)
underperform compared to even the unimodal baselines. These results suggest that
moderate fusion complexity, su cient to capture cross-modal dependencies without over-
compressing the joint representation, is key to e ective multi-modal integration. Across
all architectures, audio features consistently yield higher anomaly discrimination than
acceleration features and bene t more from multi-modal fusion [15].

Localization

Holly et al. [26] propose an autoencoder-based end-to-end work ow for anomaly detection
and fault localization in large industrial cooling systems, addressing the challenges of
multivariate time series data with high dimensionality, inconsistent sensor recordings,
and the absence of labeled training data.

The system operates on data from 34 sensors covering a diverse set of physical quantities,
including temperature, vibration, and engine speed. Raw sensor signals are irregularly
sampled and preprocessed through a pipeline that includes correlation-based signal selec-
tion, resampling to a xed 60-second interval, forward- Il imputation for missing values,
and min-max normalization. A sliding window of size 10 is applied to produce xed-size
input feature vectors, which are fed into an LSTM-AE trained exclusively on normal op-
erating data. Anomaly detection is performed by thresholding the total reconstruction
error across all sensor signals, where the threshold is derived from the mean and stan-
dard deviation of the training reconstruction errors and tuned using receiver operating
characteristic curves.

Fault localization is achieved by decomposing the total reconstruction error into per-
sensor individual reconstruction errors, directly inspired by saliency map techniques from
computer vision. When the total reconstruction error exceeds the anomaly threshold, the
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sensors contributing most to the error are identi ed by iteratively selecting the signal with
the highest individual reconstruction error. These signals are then mapped to physical
subsystems via an expert-de ned look-up table, enabling root cause analysis without any
supervised learning. The look-up table encodes domain knowledge about which sensors
are typically associated with which failure types and was compiled by domain experts
with extensive maintenance experience.

Evaluated on eight months of real-world cooling system data using four-fold cross valida-
tion, the work ow achieves an F1-score of 0.56 against automatically generated threshold-
based labels. Notably, the autoencoder yields a substantially higher consistency score of
0.92 compared to 0.62 for the automatically generated labels, indicating that while the
threshold-based labels detect anomalies earlier, the autoencoder recognizes them in a
considerably more stable and persistent manner [26].

Li et al. [27] propose MIDAS, a mechanics-informed framework for unsupervised struc-
tural damage detection and localization using distributed strain sensors. The system is
designed as a passive, deploy-and-forget solution that requires no labeled data and no
prior knowledge of damage scenarios, learning exclusively from the structural response of
the intact structure during normal operation.

Rather than operating on raw time-series strain data, the method rst compresses the
sensor signals into a compact statistical representation by tting a Gaussian distribution

to the cumulative exceedance times of the strain signal at several prede ned thresholds.
These compressed features serve as input to a fully-connected autoencoder trained to
reconstruct the normal structural response. The reconstruction error on the training
data establishes a reference distribution representing the intact state, and a shift in this
distribution at inference time serves as the anomaly indicator. The central contribution is
the augmentation of the standard MSE loss with a mechanics-informed term that penalizes
pairwise reconstruction inconsistencies between sensors, weighted by their relative strain
magnitudes in the undamaged state.

Localization is achieved by computing a per-sensor damage score from the relative change
in reconstruction error norms between the undamaged reference and the test data. Be-
cause sensors positioned closer to a damage source experience a stronger deviation from
the learned normal behavior, they accumulate higher damage scores than those farther
away. These scores are spatially interpolated across the sensor array to produce a heatmap,
with the peak identifying the estimated damage location. When only a small number of
sensors are available, a weighted centroid of sensor positions is computed instead, where
each sensor's position is weighted by its damage score. The Gaussian compression pa-
rameters are kept separate in this computation, which additionally enables damage type

di erentiation between crack-type damage and sti ness reductions such as loose connec-
tions. Validated on gusset plate and beam-column structures, the mechanics-informed
autoencoder is compared against a standard autoencoder, an online principal component
analysis baseline, Isolation Forest, One-Class Support Vector Machine, and a lightweight
online anomaly detector, outperforming all baselines across accuracy, precision, recall, F1-
score, and area under the receiver operating characteristic curve, with up to 35% better
localization accuracy than the standard autoencoder for medium-sized cracks [27].
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Discussion

The work of Liu et al. [8] and Zhang et al. [9] demonstrates that the log-mel spectrogram
may discard high-frequency anomaly-relevant information. However, as the anomalies
targeted in this work fall within the perceptually relevant frequency range captured by the
mel lter bank [17], the log-mel spectrogram constitutes a su cient input representation
for our system. Furthermore, the consistent use of the area under the receiver operating
characteristic curve across the anomalous sound detection literature [8, 9, 37] motivates
its adoption as the primary evaluation metric in this work.

The empirical evidence provided by Kong et al. [10], showing that raw spectral features
outperform log-mel features on the same benchmark, further underlines this trade-o .
While their approach achieves strong detection performance, replacing the mel lter bank
with full-spectrum DFT features introduces additional computational complexity that is
not justi ed for the present work, where the characteristic fault signatures fall well within
the frequency range already captured by the mel Iter bank [17]

While Peng et al. [11] demonstrate clear noise robustness gains with SPWVD-MFCCs,
the present work retains log-mel spectrograms given their established performance on
acoustic anomaly detection benchmarks and lower computational cost, which is relevant
in a multi-node deployment. Their recurrent architecture is likewise not adopted, as
anomalies are treated as independent acoustic events that do not require modeling of
temporal dependencies across windows. The cross-noise evaluation of Peng et al. [11]
does, however, highlight an important practical consideration: industrial machines operate

in acoustically complex environments, motivating the inclusion of simulated background
noise in the experimental evaluation of the present system.

The ndings of Khamaisi et al. [5] directly motivate several design decisions in the present
work. Their preprocessing pipeline, particularly the use of normalization and overlapping
frame segmentation, is adopted here as it addresses practical challenges equally relevant
in the machine room setting considered in this thesis. Their work further con rms that
log-mel spectrograms combined with a reconstruction-based autoencoder provide a solid
foundation for acoustic anomaly detection in hydropower machinery, justifying the same
core architectural choice made here. The evaluation methodology is equally adopted, as
the combination of ROC AUC, precision, recall, and F1-score provides a comprehensive
view of model performance that captures not only detection quality but also practical
deployment feasibility. Given the high operational costs associated with real hydropower
infrastructure, replicating such an environment for controlled experimentation is infea-
sible, which motivated the construction of a dedicated test environment for this work.
Building on their acoustic-based approach, the present work extends toward a multi-
modal and multi-node deployment, combining acoustic and vibration sensors distributed
across the experimental setup to enhance both anomaly detection and spatial localization
of fault sources.

While Lee et al. [12] demonstrate that targeted frequency-domain preprocessing is the
primary driver of detection performance, their speci ¢ pipeline is not directly transferable
to the present work. Their high-pass lItering targets fault signatures only accessible at
their 12.8 kHz sampling rate, whereas the vibration sensors used here operate at 1 kHz. By
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the Nyquist theorem, this limits the representable frequency range to 500 Hz, rendering
high-frequency Itering redundant. Instead of the WPT, the present work employs the
CWT, providing a richer and more continuous time-frequency decomposition without
requiring prior identi cation of a fault-relevant sub-band. The successful application of a
reconstruction-based autoencoder to vibration data supports its adoption here together
with audio in a multimodal setting. The authors of this work based their reconstruction
error threshold on the distribution of the normal data. This approach is also adopted
using mean and standard deviation of the normal operating data.

The results of Radicioni, Bono, and Cinquemani [13] motivate several design decisions
in the present work: the poor performance of VAE under reconstruction-based metrics
justi es the exclusive use of a standard CAE, and their low vibration sampling rate moti-
vates the use of higher-frequency sensors here to capture a broader range of fault-relevant
frequency content without using FSST. Furthermore, the superiority of the spatial latent
space over the dense variant reinforces con dence in the spatial latent space adopted in
the autoencoder architecture of the present work.

The threshold selection strategy of Dabaghi-Zarandi et al. [14], which initializes the
anomaly threshold as the maximum reconstruction error observed in the normal training
data, presents a fully unsupervised and label-free approach to thresholding that is directly
applicable to the present work, but it was abandoned because of a preference for a mean
and standard deviation thresholding approach.

Wang et al. [38] demonstrate the viability of data-level fusion across modalities; however,
constructing three-dimensional spatial representations for each modality introduces con-
siderable complexity that is hard to justify when assessing the contribution of vibration
signals because two-dimensional time-frequency representations are su cient for this pur-
pose. Although data-level fusion is an appealing direction, the present work opts for a
simpler feature-level fusion approach. Nevertheless, their use of convolutional architec-
tures for processing spatiotemporal sensor data reinforces that a CAE is a good choice for
the present system.

The framework proposed by Zhang et al. [39] assumes irregular and asynchronous signal
acquisition across modalities, a challenge that does not arise in the present work, where
regular synchronous sampling is assumed. Furthermore, the considerable architectural
complexity of MentorPDM, which combines graph construction, GNN pretraining, con-
trastive learning, and bi-level curriculum optimization, makes it di cult to justify for a
system where the primary goal is unsupervised anomaly detection rather than supervised
fault classi cation. For these reasons, the approach was not pursued further in the present
work. Nevertheless, the consistent performance gains observed when fusing multiple sen-
sor modalities con rm that combining di erent sensor types is a worthwhile direction,
supporting the multi-sensor design adopted in this thesis.

The architecture and task formulation for MultiSenseNet [41] di er substantially from the
present work, as the model operates on low-dimensional scalar readings under a supervised
classi cation objective, neither of which applies to the hydropower setting considered here.
Nonetheless, the sensor fusion ablation provides a clear empirical argument that combining
complementary modalities consistently outperforms any single sensor, corroborating the
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ndings of Zhang et al. [39] and supporting the multi-modal deployment pursued in this
work.

The architecture and fusion design of Khan, Mksel, and Kirchner [15] are directly relevant

to the present work. The system combines acoustic and vibration modalities processed
as time-frequency representations within an unsupervised autoencoder trained on normal
data and scored via reconstruction error. The use of CWT scalograms for vibration
inspired the same choice in the present work. Comparing several fusion variants shows that
the pooling-based mid-fusion architecture MAA3, which concatenates modality-speci c
latent representations before applying convolution and pooling, outperforms both simpler
and more complex alternatives, suggesting that moderate fusion complexity is su cient
for e ective cross-modal integration. The MAA3 architecture is therefore integrated into
the anomaly detection and localization pipeline developed in this work and evaluated in a
small-scale experimental setup simulating a pumped-storage hydropower machine room.

Table 2.2 provides a structured overview of all reviewed anomaly detection works, sum-
marizing their domain, input modality, preprocessing, and model architecture.

Study | Year | Domain Multi-Modal | Sound | Vibration | Data Preprocessing| Models

[8] 2022 | Machinery 7 3 7 TF, LMS MFEN

[9] 2023 | Machinery 7 3 7 TF, LMS MFN + MHSA

[10] 2025 | Machinery 7 3 7 DFT SpecMFN, ASDNet

[11] 2025 | Machinery 7 3 7 SPWVD-MFCCs CNN-LSTM

[5] 2025 | Hydropower 7 3 7 STFT, LMS K-Means, OC-SVM, LSTM-AE
[12] 2024 | Wind Turbines 7 7 3 WPT, PCA, HPF LSTM-AE

[13] 2025 | Machinery 7 7 3 FSST CAE, VAE

[14] 2025 | Transformers 7 7 3 HHT, LPF CVAE

[38] 2024 | Transformers 3 3 7 P LSTM-AE, Mask R-CNN
[39] 2025 | Machinery 3 7 3 FFT KNN, GNN, TCL

[41] 2025 | Machinery 3 7 3 - CNN, LSTM, AM ,GNN
[15] 2025 | Automobiles 3 3 3 BPF, LPF, CWT AE

Table 2.2: Overview of Related Work in Anomaly Detection

The work of Holly et al. [26] demonstrates that per-sensor reconstruction error can be
decomposed to localize faults within a large industrial system without any supervised
training, directly inspiring the spatial localization approach pursued in the present work.
The same threshold derivation from the mean and standard deviation of training re-
construction errors is adopted in the present work and referred to as Gaussian-based
thresholding. However, their system operates on multivariate time-series sensor readings
rather than time-frequency representations, and the look-up table mapping sensors to
subsystems relies on expert domain knowledge that is not available in our setting.

Building on a related principle, Li et al. [27] show that reconstruction errors from an
autoencoder trained on normal data can serve not only as anomaly scores but also as
the basis for fault localization by identifying which sensors contribute most to the total
error. While MIDAS operates on static structures rather than rotating machinery, the
core idea of spatially distributing reconstruction error across a sensor array to estimate
fault location directly informs the localization strategy pursued in the present work.

The reviewed works collectively establish several building blocks for the system developed
in this thesis. Reconstruction-based autoencoders have proven e ective for unsupervised
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anomaly detection across both acoustic and vibration modalities [5, 12, 13], and log-mel
spectrograms and CWT scalograms have emerged as suitable time-frequency representa-
tions for each modality, respectively [5, 15]. Feature-level fusion of complementary sensor
modalities consistently improves detection performance over single-modal baselines [15,
39, 41]. Reconstruction error has furthermore been shown to support fault localization by
decomposing per-sensor contributions across a sensor array [26, 27], with the Gaussian-
based thresholding strategy of Holly et al. [26] adopted directly in the present work.
However, while acoustic and vibration modalities have been explored in isolation across
various industrial settings, their combination within a uni ed autoencoder framework has
not been applied to hydropower machinery. Furthermore, none of the reviewed works ad-
dress the spatial localization of fault sources within a machine room using reconstruction
error across a multi-node sensor deployment. The present work addresses both gaps by
combining acoustic and vibration sensors in a hydropower setting, enabling simultaneous
anomaly detection and fault localization through a shared reconstruction-based framework
evaluated in a dedicated test environment.



Chapter 3

Design

This chapter presents the design of the multimodal anomaly detection and localization
system, starting with an overview of the full pipeline in Section 3.1. The design of the
sensor nodes is discussed in Section 3.2, followed by the server side data acquisition system
in Section 3.3 and the preprocessing pipeline in Section 3.4. Section 3.5 covers the model
design, including the autoencoder architecture, training setup, and thresholding strategy.
The localization approach is presented in Section 3.6.

3.1 Pipeline Overview

The system follows an end-to-end pipeline spanning two stages: data acquisition and anal-
ysis, as shown in Figure 3.1. The pipeline takes raw sensor data from multiple distributed
nodes as input and produces an anomaly localization estimate as output.

At the acquisition stage, each sensor node consists of a microcontroller connected to two
sensing modalities: an audio sensor and a vibration sensor. During data acquisition,
the microcontroller synchronizes its clock with an NTP server, ensuring that all nodes
share a consistent timestamp base, which is essential for cross-device alignment during
preprocessing and is required by the anomaly detection and localization module. The
audio sensor streams data to a web server that aggregates incoming streams from all nodes
in the network. The vibration sensor data is published to a message broker following a
publish-subscribe pattern, likewise collecting data from all deployed nodes. Dedicated
subscribers consume the incoming streams and persist the data to a shared le system,
which acts as the hando point between the acquisition and analysis stages.

At the analysis stage, a preprocessing module reads the raw recordings from the le
system and transforms them into xed-size time-frequency representations suitable for
neural network input. Audio recordings are converted to log-mel spectrograms and vi-
bration recordings to continuous wavelet transform scalograms. A data loader then feeds
the preprocessed features into the autoencoder, handling batching, normalization, and
shu ing during both training and inference. The autoencoder processes the input fea-

tures and produces a reconstruction for each window, from which an anomaly detection

23
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module computes a reconstruction error score and compares it against a given threshold
derived from the normal training distribution. When an anomaly is detected, the per-
node reconstruction errors across all sensor nodes are passed to the localization module,
which estimates the spatial position of the anomaly source by exploiting the fact that
nodes closer to the source produce stronger reconstruction errors, as the anomalous signal
deviates more strongly from the learned normal representation at shorter distances.

Figure 3.1: Pipeline Overview

3.2 Sensor Nodes

The choice to equip each sensor node with two complementary sensing modalities is moti-
vated by the breadth of the related work. Acoustic anomaly detection has established itself
as a primary approach in the literature, with a substantial body of work demonstrating
that audio signals carry rich information about deviations from normal operating condi-
tions [5, 8{11, 38]. Vibration signals have also been shown to support reliable anomaly
detection, either as a standalone modality or in combination with operational parame-
ters [12{14, 39, 41]. Several works have further demonstrated that combining multiple
modalities can yield additional detection gains over either modality alone, as di erent
sensor types capture complementary aspects of the same underlying physical event [15,
38, 39, 41]. The work of Khan, ¥iksel, and Kirchner [15] is of particular relevance, as

it combines audio and vibration modalities within a reconstruction-based autoencoder
framework, the same class of model used across much of the related work [5, 12{15, 38],
and demonstrates that their fusion through a feature-level multimodal architecture yields
promising results in a comparable sensor setting. This directly motivated the adoption of
the same dual-modality approach in the present work.



3.2. SENSOR NODES 25

Pairing both sensors on a single microcontroller ensures that the two modalities are al-
ways spatially coincident and observe the same physical location. This matters for the
localization approach, which relies on comparing reconstruction errors across nodes. If
audio and vibration sensors were deployed as separate independent nodes, their positions
would need to be tracked individually, increasing deployment complexity. Co-location fur-
ther ensures temporal synchronization between the two modalities at the hardware level,
as both sensors are read and timestamped by the same microcontroller, eliminating any
inter-modal clock o set without requiring additional alignment mechanisms.

Since each sensor node operates as an independent embedded system with its own local
clock, cross-device alignment of sensor windows requires a shared time reference. The
localization approach compares reconstruction errors across all nodes for the same time
window, which is only meaningful if all nodes are observing the same physical moment.
Each node therefore synchronizes its clock to a shared time server using NTP [30], ensuring
that all nodes maintain a consistent timestamp base throughout a recording session.

Hardware

Deploying sensor nodes as wireless embedded systems rather than wired sensors connected
to a central acquisition unit signi cantly reduces hardware complexity. Wiring multiple
sensors across even a small room requires expertise in electrical installation that goes
beyond the scope of this work. Even con guring the sensors and connecting them to
the microcontrollers via short cables required considerable e ort. A wireless approach
avoids this entirely, with each node being independent and requiring only a power con-
nection. It also provides exibility in sensor placement, as nodes can be repositioned
without any rewiring, which is particularly valuable during the iterative development of

the experimental setup.

The hardware design of each sensor node is driven by the goal of building a low cost
prototype that can be assembled and modi ed without specialist expertise. A microcon-
troller was chosen as the central compute and transmission unit over more powerful single
board computers, as it is su cient for sensor reading and wireless transmission and is
substantially cheaper. Each node integrates two sensors: a digital omnidirectional micro-
phone for audio capture and an inertial measurement unit (IMU) for vibration capture.
The microphone was selected for its low cost and omnidirectional pickup pattern, which
ensures that acoustic events are captured regardless of their direction relative to the sen-
sor. For vibration sensing, a piezoelectric sensor was initially considered, but an IMU was
chosen instead, as it provides both accelerometer and gyroscope data at a comparable
cost, yielding more information about the physical state of the node for the same price.

Both sensors are connected to the microcontroller via extension boards with screw ter-
minal connectors rather than through soldering. This keeps the assembly modular and
accessible, as cables can be exchanged or recon gured without any specialist tools or per-
manent modi cations, while the screw terminals provide su cient mechanical robustness
for the experimental setting. The resulting hardware design is low cost, easy to assembile,
and exible enough to support iterative changes during the development of the proto-
type.Furthermore, it enables the investigation of whether a low cost distributed sensor
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deployment with limited time synchronization precision is capable of localizing anomaly
sources within an experimental setup representing a hydropower machine room.

Firmware

The rmware design is centered around the challenge of acquiring two sensor streams
simultaneously at di erent data rates without either stream interfering with the other. In

an initial design, both sensors were read sequentially on a single core, alternating between
inertial measurement unit and microphone reads within the same loop. This approach
proved insu cient, as the sequential execution limited the IMU sampling rate to approx-
imately 100 samples per second. To reach the target sampling rate of 1 kHz, the dual
core architecture of the microcontroller was exploited by assigning the two modalities to
separate cores. The inertial measurement unit runs on one core as a dedicated sampling
task, ensuring a consistent sampling rate. Audio acquisition and all network communi-
cation run on the other core. This separation enables both modalities to be sampled at
their target rates.

Data is passed between the two cores through a shared queue that acts as a bu er, ensuring
that all data transmission and network handling is concentrated on a single core. The
two modalities are transmitted over separate protocols chosen to match their respective
data characteristics. Vibration data is published in discrete batches over a lightweight
message broker protocol. Audio is transmitted as a continuous stream over a persistent
connection protocol, re ecting its higher and more consistent throughput requirements.
Both streams are timestamped at the moment of acquisition using the NTP synchronized
clock of the microcontroller, allowing the server to align the two streams after reception
without any additional synchronization mechanism.

3.3 Data Acquisition

In the server side data acquisition system, each component runs in a separate container
orchestrated via a container orchestration tool, allowing the full stack to be started with

a single command and eliminating local installation dependencies. The current prototype
supports ve sensor nodes. The architecture is designed with scalability in mind, and the
codebase can be extended to support additional nodes with minimal changes; however,
scaling to larger node counts would eventually be constrained by the hardware resources
available to the host machine. Distributing the subscriber components across multiple
machines and merging the data after preprocessing would be a natural extension to address
this limitation, but was not explored in the present work.

Vibration data from all sensor nodes is routed through a message broker following a
publish-subscribe pattern. Each sensor node publishes its IMU batches to a device speci c
topic, and a dedicated vibration subscriber consumes all incoming messages. The vibration
subscriber listens on all device speci c topics and processes incoming messages as they
arrive. Each message contains a batch of raw IMU samples, which are unpacked and
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converted to physical units before being written to disk. The subscriber maintains a per
device write bu er that is ushed to disk in batches, reducing the number of individual
write operations. Each recording session produces one CSV le per device, containing
the accelerometer and gyroscope readings alongside their timestamps and transmission
latency.

Audio data follows a di erent path. All sensor nodes establish persistent connections to
a WebSocket proxy, which accepts connections on a single well-known port and forwards
them internally to the audio subscriber. This keeps the network interface simple from the
perspective of the sensor nodes, which need not be aware of the internal service structure.

The audio subscriber required a more sophisticated design than the vibration subscriber
due to the substantially higher throughput of the audio stream. An initial implementation
using synchronous blocking disk writes, similar to the approach used for vibration data,
resulted in exponentially growing latency as the event loop blocked on each write oper-
ation, eventually causing the subscriber to fall behind the incoming stream. To address
this, the audio subscriber was redesigned around two decoupled components, as shown in
Figure 3.2. The main thread maintains a per device ring bu er that absorbs incoming
audio frames without blocking. A dedicated le writer thread consumes write operations
from a thread safe queue, ensuring that disk IO never blocks the subscription event loop.
Flushing is triggered periodically, either after a xed number of incoming messages or
after a xed time interval, whichever occurs rst. A nal ush is performed on disconnect

or shutdown to ensure no data is lost. Each recording session produces two output les
per device: a raw PCM audio le and a CSV timestamp log recording the timing metadata
for every incoming frame.

Figure 3.2: Audio Acquisition

The le system acts as the hando point between the acquisition and analysis stages.
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Both the vibration and audio subscribers write their output to a shared directory, from
which the preprocessing module reads to prepare the data for both training and inference.

3.4 Preprocessing

Raw recordings from all sensor nodes are processed jointly, using the local timestamps as a
common reference for cross-modal and cross-device alignment. A one second window size
is chosen as it provides a su cient duration to capture anomalous events such as impacts
and their subsequent decay. A 75% overlap between consecutive windows is chosen for
two reasons. First, it multiplies the number of available training samples by a factor of
four compared to non-overlapping windows. Second, it ensures that transient events are
captured in multiple windows regardless of where they fall within a window, and produces
smoother reconstruction error trajectories over time compared to non-overlapping or low-
overlap strategies. Windows for which any device or modality fails to meet a minimum
data coverage threshold are discarded, ensuring that only complete and reliable windows
are used for training and inference. This straightforward approach was chosen to avoid
the complexity of handling irregular data acquisition. Furthermore, the aggressive overlap
between consecutive windows means that even if two windows are discarded, the remaining
windows still overlap with each other, preserving temporal continuity across the dataset.
Per device normalization statistics are computed across all valid windows of each recording
session and stored alongside the preprocessed data, accounting for di erences in baseline
signal levels across devices due to variations in sensor sensitivity and mounting conditions,
removing the need for prior calibration of individual sensors.

Audio Preprocessing

Audio is recorded at 44.1 kHz on the sensor nodes. This sampling rate was not explicitly
optimized during the initial development, as the relevant frequency ranges for the target
application were not yet established. Subsequent analysis showed that the characteristic
frequency content of both machine hum and impact events is well captured within the

0 to 8kHz range, which, by the Nyquist theorem, is fully representable at a sampling
rate of 16 kHz. The audio is therefore downsampled during preprocessing rather than
modifying the sensor node rmware. The log-mel spectrogram is chosen as the audio
feature representation, following the established practice in the acoustic anomaly detection
literature [5, 8, 9]. The output shape of 160 160 is adopted from Khan, ¥ksel, and
Kirchner [15] to match their autoencoder architecture. The preprocessing parameters are
selected to achieve the target 160 160 output shape. An FFT window of 2048 samples
at 16 kHz, corresponding to approximately 128 ms of temporal context per frame, is a
conventional choice widely found in the audio processing literature. A hop length of 100
samples is required to produce exactly 160 time frames per one second window, which
results in approximately 95% overlap between consecutive frames. This aggressive overlap
ensures that short transient events such as impacts appear prominently across multiple
frames rather than being missed between them. Setting the number of mel bands to 160
matches the frequency dimension to the time dimension, yielding the target output.
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Vibration Preprocessing

The CWT with a Morlet wavelet is chosen as the vibration feature representation, directly

following Khan, Yeksel, and Kirchner [15], whose multimodal autoencoder architecture
is used in this work. The IMU provides both accelerometer and gyroscope data. During
development, both are retained in the preprocessing pipeline as it is initially unclear
which proves more informative. The accelerometer is ultimately selected, consistent with
the work of the aforementioned authors.

Each one second vibration window contains approximately 1000 samples per axis at a
sampling rate of 1kHz. The CWT is computed on the full window using 32 scales and a
Morlet wavelet. Computing on the full window rather than on shorter segments reduces
edge e ects at the signal boundaries. The resulting time-frequency representation is then
downsampled to 32 time bins per scale row, yielding a 32 32 scalogram per axis. The three
axes are stacked along the channel dimension, producing the nal output that matches
the acceleration input dimensions of Khan, Mksel, and Kirchner [15].

3.5 Anomaly Detection

Anomaly detection in this work is framed as an unsupervised learning problem. Collecting
su cient labeled anomaly data is time consuming and prone to annotation errors, and the
required amount of labeled data is di cult to estimate in advance. As the dataset grows,
manual labeling scales poorly, and automating the annotation process introduces its own
complexity. Normal operating data, by contrast, requires no annotation and is readily
available in a controlled experimental setup. Autoencoders using reconstruction errors as
anomaly scores have been shown to be e ective for unsupervised anomaly detection in
related work [5, 12{14, 38]. Beyond binary detection, spatial di erences in reconstruction
error across distributed sensors can be exploited for localization [26, 27]. The autoencoder
architecture used in this work is adopted from Khan, ¥ksel, and Kirchner [15], which
proposed a multi-modal convolutional autoencoder for small vehicle damage detection and
demonstrated convincing results in a feature-level modality fusion setting. The architec-
ture consists of separate convolutional encoders for each input modality, a shared latent
bottleneck that fuses the encoded representations, and separate decoders that reconstruct
each modality independently.

Model Architecture

The architecture consists of separate convolutional encoders for each modality, a shared
latent bottleneck that fuses the encoded representations through feature level concate-
nation, and separate decoders that reconstruct each modality independently. The audio
encoder takes a log-mel spectrogram of shape 160 160 1 as input, while the vibra-
tion encoder takes a CWT scalogram of shape 32 32 3. Both encoders repeatedly
apply Conv2D with ReLU activation followed by MaxPooling, progressively compress-
ing the spatial resolution until both produce a 10 10 spatial representation. The two
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encoded representations are concatenated and passed through additional Conv2D and
MaxPooling layers to produce a shared latent bottleneck of shape 5 5 256. Two in-
dependent decoders reconstruct the audio and vibration outputs to their original input
shapes using Conv2D and MaxPooling operations. The pooling-based variant MAA3 is
selected as it achieves the best overall detection performance among the fusion variants
evaluated in the original work. Max-pooling ensures that only the most relevant features
are retained while reducing computational complexity, making it especially valuable for
high-dimensional sensor data [15]. Figure 3.3 illustrates the full architecture.

Figure 3.3: MAA3 Model Architecture [15]

In addition to the multimodal architecture, two unimodal variants are implemented: an
audio only and a vibration only autoencoder. Both follow the same encoder-decoder
design as their respective branches in the multimodal model, and the latent bottleneck
structure remains unchanged. All three models are trained under identical conditions on
the same normal operating data. This enables a direct comparison of anomaly detection
performance across modalities, addressing whether vibration sensing improves detection
compared to audio alone, and whether multimodal fusion yields additional gains over
either modality individually. Since all three models also produce reconstruction errors
that are used as the basis for localization, the same comparison can be extended to
localization performance, allowing the contribution of each modality to be assessed across
both tasks.

Loss Function and Training

The model is trained to minimize a weighted sum of mean squared error (MSE) recon-
struction losses across both modalities:

L=w, MSE(R;;Xa) +w, MSERy;Xy)

where ¥, and x, denote the audio and vibration inputs, and %, R, their reconstructions.
Both weights are set to 1.0 by default. Khan, ¥iksel, and Kirchner [15] evaluated several
loss functions on the same architecture, nding that Log-Cosh slightly outperformed MSE
(ROC-AUC 0.778 vs. 0.739) due to its robustness to outliers. Nevertheless, MSE was
retained in this work for its simplicity and straightforward interpretability. The models
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are optimized using Adam, and the best model checkpoint based on validation loss is
saved throughout training. The dataset is split 80/20 into training and validation sets,
and the model can be trained jointly on multiple recording sessions

Data Loader

The data loader is designed to e ciently serve training and inference across potentially
large datasets spanning multiple recording sessions. At startup, it scans all preprocessed
NPZ les and builds a at index of every valid window-device pair across all sessions,
recording which le, which window, and which device each entry belongs to. This separates
the question of what data exists from the question of how to load it, keeping the indexing
step lightweight regardless of dataset size.

Two loading modes are provided, motivated by the competing constraints encountered
during development. Memory was initially the primary concern, leading to a streaming
mode in which arrays are read from disk per batch, grouped by source le to minimize
redundant le openings, with normalization applied on the y. As training scaled up,
speed became the bottleneck, motivating a preload mode in which all arrays are loaded into
RAM at startup, stacked into two large contiguous matrices for audio and acceleration,
respectively, and normalized once. Batch access then reduces to a single numpy index
operation, eliminating all le 10 during training. The preload mode is preferred when
memory allows, and the streaming mode serves as a fallback for memory constrained
environments.

Normalization is applied per device and per modality, using statistics computed during
preprocessing and stored alongside the preprocessed data. If these statistics are not avail-
able, the data loader falls back to computing them on the y by sampling 10% of the data
using Welford's algorithm [42]. The resulting statistics are saved alongside the trained
model and reused at inference time, ensuring that the same normalization is applied con-
sistently across training and inference.

Thresholding

After training, the autoencoder is run on all normal training windows to collect the recon-
struction error distribution for each device. A Gaussian is tted to this distribution by
computing the mean and standard deviation of the reconstruction errors, and the anomaly
threshold is set at a xed number of standard deviations above the mean, following the
approach of Holly et al. [26]. At inference time, any window whose reconstruction er-
ror exceeds this threshold is agged as an anomaly. This approach requires only normal
operating data for both training and threshold calibration.

Although input normalization ensures that the features fed to the model share the same
scale across devices, the resulting reconstruction error distributions still di er between
devices. Each device occupies a di erent physical position and is mounted on a di er-
ent surface, exposing it to a di erent acoustic and vibration environment. As a result,
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the autoencoder may reconstruct some devices more accurately than others, producing
systematically lower or higher reconstruction errors depending on the node. Applying a
single global threshold would therefore bias detection towards or against certain devices.
Computing the threshold independently for each device ensures that the anomaly crite-
rion is calibrated to each node's individual reconstruction error distribution under normal
conditions.

At inference time, each window is rst normalized using the per device statistics computed
during training and saved alongside the model, ensuring that the same normalization is
applied consistently across training and inference. The normalized window is then passed
through the autoencoder, and the MSE between the model output and the original input
is computed separately for each modality. The two modality errors are then summed to
produce a single scalar per window per device.

3.6 Localization

Time Dierence of Arrival is the natural approach for acoustic source localization and

is described in Section 2.1. However, TDOA requires very precise time synchronization
between nodes, as the speed of sound means that even small timing errors translate
directly into large localization errors. Achieving the required sub-millisecond precision
would demand dedicated hardware time synchronization over wired connections, which is
not feasible in this prototype given the hardware constraints and the expertise required.
NTP over a local network can provide synchronization in the low millisecond range under
ideal conditions [31]. Since the current system works with wireless connections and ideal
conditions cannot be assumed, TDOA based localization is not reliable. Wiring the nodes
together to achieve better synchronization was ruled out for the same reasons discussed
in the sensor node design.

Reconstruction error based localization, by contrast, only requires that all nodes observe
approximately the same time window rather than precise arrival time di erences. The
window level alignment provided by NTP synchronized timestamps is su cient for this
purpose, making it a practical and accessible alternative to TDOA in a low cost wireless
deployment. This approach is motivated by Holly et al. [26] and Li et al. [27], who
demonstrated that per-node reconstruction errors can serve as a spatial proxy for fault
localization without requiring precise timing.

Localization requires the physical positions of all sensor nodes to be known, reconstruc-
tion errors per device to be available for the same time window across all nodes, and a
shared time reference to ensure all devices observe the same physical moment. Before
the reconstruction errors are used to compute the spatial estimate, they are normalized
per device using the mean and standard deviation of the reconstruction errors observed
during training. This ensures that a high error at a given device re ects a genuine devia-
tion from its normal behavior rather than a generally elevated baseline, making the errors
comparable across devices and allowing the spatial weighting to re ect proximity to the
anomaly source rather than di erences in absolute error scale.
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Four localization methods are evaluated and compared, as described in Section 2.1: the
centroid method, the centroid all method, which includes all devices regardless of whether
they exceed the anomaly threshold, the distance weighted centroid, and the maximum
reconstruction error method. Comparing multiple methods allows the trade-o s between
continuous spatial estimation and discrete device snapping, and between using only con-
dently anomalous devices versus all devices, to be assessed empirically.

The localization ndings are visualized as spatial heatmaps showing the distribution of
estimated source positions across all drops at a given location, with the true source position
marked for reference, as shown in Figure 3.4. This visualization makes it straightforward
to assess whether the estimated positions cluster around the true source or are pulled
towards nearby devices, and to compare the spatial behavior of di erent methods and
modalities side by side.

Figure 3.4. Anomaly Localization Heat Map

Since the same model is used for both anomaly detection and localization, the per-node
reconstruction errors that drive the detection decision are the same errors used to estimate
the source position. While it would, in principle, be possible to use dedicated models with
di erent reconstruction characteristics for each stage, this was not pursued here in order
to allow a comparison of the full modality pipelines end to end.

To summarize the anomaly detection and localization pipeline at inference time: a new
recording is rst preprocessed into xed-size windows of log-mel spectrograms and con-
tinuous wavelet packet scalograms for each device. Each window is normalized using the
per device statistics computed during training and fed through the trained autoencoder,
which produces a reconstruction for each window. The reconstruction error is computed
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as a scalar per window per device and compared against the per device threshold derived
from the training distribution. Windows exceeding the threshold are agged as anoma-
lous. For each agged window, the per device reconstruction errors are normalized using
the training distribution and passed to the localization module, which estimates the spa-
tial position of the anomaly source using one of the four localization methods. The result
is a sequence of agged windows, each associated with a spatial estimate of where the
anomaly originated within the monitored environment.
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Implementation

The full implementation is available as an open source repository at https://github.
com/maximilianhuwyler/DAVSIPM. The repository is organized into two top level di-
rectories. The ESP32/ directory contains the Arduino rmware for the sensor nodes,
including con guration and ashing instructions in ESP32/README.md. The Pipeline/
directory contains the full server side data pipeline, divided into four self-contained mod-
ules: data_acquisition/, preprocessing/, autoencoder/, and localization/. Each

module includes its own Docker le, shell scripts for common operations, and a README
le with detailed usage instructions. The following sections describe the implementation
of each component, with the README les serving as the primary reference for running
the system.

4.1 Sensor Nodes

The following describes the concrete hardware components and rmware implementation
of a sensor node responsible for data collection.

Hardware

Each sensor node consists of an INMP441 omnidirectional MEMS microphone and an
MPU-6050 inertial measurement unit mounted on an ESP32-S3 microcontroller. The
INMP441 is a high-performance, low-power digital microphone with an I12S interface, of-
fering a at frequency response suitable for capturing acoustic events [43]. The MPU-6050
combines a 3-axis gyroscope and a 3-axis accelerometer in a single package, communicat-
ing via 12C and providing high-resolution vibration measurements [44]. The ESP32-S3
is a low-cost, low-power system-on-chip featuring a dual-core 32-bit processor and Wi-
Fi connectivity, making it well suited for distributed embedded sensor applications [45].
Both sensors are wired to the ESP32-S3 via extension boards, and the node is powered
through a USB-C connection (see Figure 4.1). The rmware is written in C++ using the
Arduino IDE [46] and ashed onto the device via USB-C.

35
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Figure 4.1: Implemented Sensor Node

Firmware

The ESP32-S3 features a dual-core processor, which is exploited using FreeRTOS [47] to
handle the two sensors in parallel without interference between the time-critical sampling
tasks and network communication. The MPU-6050 sampling runs as a dedicated FreeR-
TOS task pinned to Core 0 using the function xQueueCreate(). Core 1 runs the Arduino
loop() function, which handles audio acquisition and all network communication. Data is
exchanged between the two cores through a FreeRTOS queue, which acts as a thread-safe
bu er, decoupling the sampling rate from the transmission rate. The queue holds up to
20 batches, providing approximately one second of bu er capacity. If the queue lls up,
the oldest batch is dropped to make room for incoming data, preventing the sampling
task from blocking.

The MPU-6050 is sampled at 1 kHz on Core 0 using a dedicated FreeRTOS task. To
ensure a consistent sampling rate, vTaskDelayUntil is used to wake the task at xed
absolute intervals, regardless of the time spent executing within the loop. Each iteration
reads 14 bytes from the MPU-6050 via 12C, covering three axes of acceleration, three
axes of angular velocity, and temperature. Each sample is immediately prepended with
a 64-bit microsecond timestamp and written into a batch bu er using memcpy. Once ten
samples are accumulated, the batch is pushed onto the inter-core FreeRTOS queue, where
it is picked up by Core 1 for transmission.

At the start of each main loop iteration, the NTP clock synchronization is checked. If more
than 30 seconds have elapsed since the last sync, syncTime() is called to resynchronize
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the system clock with the home router, which acts as the local NTP server. This ensures
that the microsecond timestamps prepended to every data packet remain accurate and
consistent across all sensor nodes throughout a recording session.

Any MPU-6050 batches that have accumulated in the FreeRTOS queue are then drained
and published via MQTT. This is done before the audio read to minimize queue buildup on
the vibration side. The loop then calls i2s_read(), which blocks until 256 audio samples
are available from the DMA bu er, corresponding to approximately 5.8 ms of audio at
44.1 kHz. This blocking call e ectively paces the loop, determines how frequently the
gueue is drained, and how often MQTT and WebSocket connections are serviced. Once
the audio samples are read, they are prepended with a 64-bit microsecond timestamp
and transmitted as a binary WebSocket frame using wsClient.sendBinary(). Both

the MQTT and WebSocket connections include reconnection logic so that a temporary
network disruption does not permanently halt data transmission.

4.2 Data Acquisition

The server-side data acquisition system is orchestrated using Docker Compose [48], with
each component running in an isolated container on a shared internal network. The
stack consists of four services: a Mosquitto MQTT broker [34], an MPU-6050 subscriber,
an Nginx [49] reverse proxy, and an INMP441 audio subscriber. Together, they form a
continuous data collection pipeline: the broker and proxy handle incoming connections
from the sensor nodes, while the two subscribers receive, decode, and persist the data to
disk. The entire system is started with a single command, docker compose up. Recording
Is terminated with ./stop_recording.sh, which shuts down all containers, corrects a
systematic one-second timestamp o set in the MPU-6050 output les, and prints a per-
device data quality report. The following sections describe each component.

Mosquitto MQTT broker

The Mosquitto broker [34] serves as the message broker for the vibration data stream. It
receives binary data packets published by the ESP32 sensor nodes on device-speci ¢ topics
of the form mpu6050/<device_id> and forwards them to the MPU-6050 subscriber.

MPU-6050 Subscriber

The MPU-6050 subscriber listens on ve device-speci ¢ MQTT topics of the form mpu6050/
<device_id>, one for each sensor node. The on_message() callback is triggered for each
incoming message, extracting the device ID from the topic string and unpacking the bi-
nary batch payload. Each sample consists of an 8-byte timestamp followed by 14 bytes
of raw register data, which are converted to physical units. Converted samples are ac-
cumulated in a per-device csv_buffer and ushed to disk in batches of 200 samples via
save_sensor_data_csv(). On shutdown, flush_buffers() writes any remaining data.
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Each recording session produces one .csv le per device, containing the converted physical
values alongside timestamps and transmission latency.

Nginx WebSocket Proxy

Nginx [49] acts as a reverse proxy in front of the audio subscriber, accepting incoming
WebSocket connections from the ESP32 nodes on port 443 and forwarding them to the
INMP441 subscriber running internally on port 8080. This allows all sensor nodes to
connect to a single well-known port without being aware of the internal service structure.

INMP441 Subscriber

The INMP441 subscriber is an asynchronous Python program built on asyncio and the
websockets library. When an ESP32 node connects, handle_esp32_connection() is
called once and remains alive for the duration of that connection. It passes the WebSocket
path to extract_device id() to identify which device is connecting, using the path
format /inmp441l/<device_id>. The server handles all ve nodes concurrently within
the same event loop, switching between connections.

Each incoming binary frame is passed to process_audio_data_optimized(), which un-
packs the leading 8-byte timestamp and converts the remaining bytes into a 16-bit PCM
numpy array. The samples are appended to a per-device deque ring bu er and ushed to
disk every 50 messages or every ve seconds via the FileWriterThread.

Each recording session produces two output les per device: a .raw le containing a at
binary stream of 16-bit signed PCM samples appended continuously as audio arrives, and a
.csv timestamp log recording the ESP32 timestamp and the number of samples for every
incoming frame. These two les together allow the preprocessing stage to reconstruct
the precise timing of each audio frame and map it to the correct position within a time
window.

4.3 Preprocessing

For each one second window, the CSV timestamp log is searched to identify which Web-
Socket messages fall within the window by binary searching on the ESP32 timestamp.
A coverage check ensures that the total number of samples across all identi ed messages
reaches at least 95% of the expected one second worth of audio before proceeding. The
corresponding audio samples are read from the raw le using the byte o set recorded for
each message and placed into a silence bu er at the temporal position determined by
the ESP32 timestamp relative to the window start. Messages that partially overlap the
window boundary are clipped to t, and dropped packets leave silence in the bu er. The

bu er is then downsampled and converted to a log-mel spectrogram using librosa [50].
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For vibration, a binary search on the IMU timestamps selects all samples within the
window. A window is discarded if fewer than 95% of the expected samples are present
or if all axes read exactly zero, indicating a sensor error. The CWT is then computed
on the full window for each accelerometer axis using PyWavelets [51] and resampled to
the target size using linear interpolation. A window is only retained if all modalities pass
their validity checks across all devices. Normalization statistics are computed separately
for audio and vibration in a streaming pass over all valid windows using Chan's parallel
algorithm [52] and saved alongside the features for use during training and inference.

Several utility scripts are provided to assure the quality of the recordings after prepro-
cessing. visualize_samples.py renders the LMS and CWT scalograms for all devices
and axes in a selected window. Each row corresponds to one device and shows the LMS
alongside the accelerometer and gyroscope CWT scalograms for all three axes, allowing a
quick visual check of feature quality and cross-device consistency for any given moment
in a recording. visualize_windows.py produces a per-device window coverage graph,
making it straightforward to identify gaps in the data caused by dropped packets or con-
nectivity issues. compare_normalization_stats.py compares normalization statistics
across sessions to check for distribution shifts between recordings and devices.

4.4 Anomaly Detection

Three autoencoder classes are implemented in Keras [53] (via TensorFlow [54]): autoen-
coder.py for the multimodal model, audio_autoencoder.py for the audio-only variant,

and vibration_autoencoder.py for the vibration-only variant. All three follow the same
encoder-decoder structure described in Section 3.5 and are saved as .keras les upon
training.

Training is invoked via run_training.sh, which accepts a mode argument (audio, vibra-

tion, or multimodal), one or more session timestamps, and optional overrides for epochs,
batch size, and learning rate. The default con guration uses 50 epochs, a batch size of 32,
and a learning rate of 1G . ModelCheckpoint saves the best model checkpoint based on
validation loss throughout training. All three variants can be trained in sequence using
run_training_all_modes.sh. Once training is complete, run_error_statistics.sh

runs the trained model on the normal training sessions and computes per-device recon-
struction error statistics, including mean, standard deviation, minimum, maximum, and
sample count, saving them to error_stats.json. This le de nes the normal baseline

and is used for anomaly thresholding during inference and localization.

Inference on a new session is run via run_inference.sh, which takes a model name and
session timestamp as arguments. The autoencoder reconstructs each window for each
device, and the reconstruction error is saved to a compressed NPZ le. The anomaly
threshold is not applied during inference itself but at a later stage during visualization
and localization, where the NPZ le containing the new session's reconstruction errors is
loaded together with the error_stats.json containing the per-device mean and standard
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deviation computed from the training data. The threshold of mean plus k standard devi-
ations is then applied on the vy, allowing the threshold to be adjusted without rerunning
inference.

Two visualization scripts support result inspection. run_plot_inference.sh plots

the reconstruction error per window per device as a time series, with the
threshold overlaid, serving as a sanity check during development (see Figure4.2).
run_visualize_reconstruction.sh renders the original and reconstructed LMS and

CWT scalogram side by side for speci ¢ windows and devices. ROC curves comparing all
three modalities are computed via run_roc.sh, which was used to determine the appro-

priate threshold multiplier by evaluating detection performance across a range of standard
deviation values.

Figure 4.2: Visualizing Reconstruction Errors of 10 Anomalies

4.5 Localization

The localization logic is implemented in localization.py. The core
compute_locations() function takes the per-device reconstruction errors from the
inference NPZ and the error statistics JSON as input, applies the per-device threshold,
and passes the normalized reconstruction errors to the localization algorithms described
in Section 2.1, producing a list of estimated source coordinates together with the
contributing device scores and window range for each event. The plot_localization()
function renders the estimated locations as a density heatmap using a two-dimensional
histogram with Gaussian smoothing. The localization_error() function computes

the mean, median, and standard deviation of distances between estimated locations and
the true source position, providing the localization metrics reported in the evaluation
chapter.

Four analysis scripts build on the core algorithm. run_localization_grid.sh gen-
erates a heatmap grid for a single session showing all modality and method combi-
nations side by side, with rows corresponding to modalities and columns to methods.
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run_localization_intensity_grid.sh produces a spatially arranged 3 3 heatmap

grid for a single modality and method across all nine source locations, mirroring the
physical layout of the experimental area. run_localization_method_comparison.sh
computes the mean distance and hit rate for all four methods across all sessions and
saves the results to a JSON le, producing the aggregate results reported in the evalua-
tion chapter. run_localization_location_comparison.sh groups the same results by
source location.

4.6 From Recording to Localization

The repository is cloned from https://github.com/maximilianhuwyler/DAVSIPM.
Docker and Docker Compose [48] are required to run the server side pipeline, and the
Arduino IDE [46] is required to ash the sensor node rmware.

Before ashing, the sensor node rmware is congured by editing
ESP32/PublisherHybrid/config.h with the WiFi credentials, server address, and

a unique device ID for each node. The pin assignments for the INMP441 and MPU-6050
must also be veried and adjusted to match the physical wiring of each node. The
rmware is then ashed to each ESP32-S3 via the Arduino IDE over USB-C. The
experimental layout used in this work is described in Chapter 5. For a di erent setup,
the device coordinates in localization/localization.py must be updated to re ect

the physical positions of the deployed nodes.

Data acquisition is started by running docker compose up in the Pipeline/-
data_acquisition/ directory, after which the system automatically begins collecting
audio and vibration data from all connected nodes. Normal sessions are recorded for train-
ing, and anomaly sessions are recorded separately for inference. Stopping the recording
via ./stop_recording.sh shuts down the containers, xes any timestamp o sets between

the audio and vibration les, and prints a preliminary quality report. Preprocessing is
then run for each session via run_preprocessing.sh -timestamp <timestamp>, after
which visualize_windows.py should be used to inspect the window coverage, since the
preliminary quality report is only an estimate. Sessions with insu cient coverage should
be discarded before training.

With the preprocessed data in place, all three autoencoder variants are trained on
the normal sessions via run_training_all_modes.sh -timestamps <ts1> <ts2> ...,

which runs the audio, vibration, and multimodal training in sequence using the de-
fault con guration. Once training is complete, run_error_statistics.sh -model-

name <name> -timestamps <tsl> <ts2> ... is run on the same normal sessions to
compute the per-device reconstruction error baseline, producing the error_stats.json

le used for anomaly thresholding. Inference on an anomaly session is then run via
run_inference.sh -model-name <name> -timestamp <timestamp>, yielding a com-
pressed le of per-device, per-window reconstruction errors.

Finally, localization results are visualized by running run_localization_grid.sh with
the three model stems and the session timestamp alongside the true source coordinates,
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producing a heatmap grid showing the estimated source positions across all modality and
method combinations. For further details on individual script arguments and advanced

usage, the README les in each module directory and the comments within the shell
scripts serve as the primary reference.



Chapter 5

Evaluation

This chapter presents the experimental evaluation of the proposed anomaly detection
and localization system. The experimental design, including the physical setup, sensor
placement, and recording procedure, is described in Section 5.1. Detection performance is
evaluated in Section 5.2 using threshold-independent and xed-threshold metrics across all
three models and intensity levels. Localization performance is evaluated in Section 5.3,
comparing localization methods across modalities, positions, and intensity levels. The
results are analyzed and discussed in Section 5.4, followed by a discussion of the limitations
of the experimental setup and the transferability of the ndings to real-world deployments

in Section 5.5.

5.1 Experimental Design

The intended application of this work is to develop a prototype pipeline for anomaly
detection and localization in the machine room of a pump storage plant. Conducting
experiments directly in such an environment is impractical for several reasons. Access
to the facility is restricted, making it di cult to collect su cient amounts of data that

are necessary to train convolutional models [55]. Real anomalies are rare and cannot
be deliberately triggered without safety risks, which makes it di cult to obtain reliable
inference data. The complex background noise from the machinery makes it hard to
isolate individual events [5]. More stable background noise can be induced in a controlled
manner for developing a prototype.

A controlled living-room setup was chosen as a proxy environment for the development
and evaluation of the system. This allows full control over the time, place, and types of
anomalies, making it feasible to generate more training and inference data on demand.
A living room di ers acoustically from a machine room. We assume that the underlying
signal processing and localization concepts are general enough to transfer. Small pumps
should be used to simulate a mini pump storage power plant on which the experiments
can be conducted.

43
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As mentioned before, the background noise can be induced but should be controlled
during prototype development. Ideally, a source is used that can produce both noise and
vibration, such that there is a constant background vibration simulating an operating
machine room. The small pumps should run at a controlled, constant pressure as well.
The combination of these should give us a baseline that represents a normally operating
machine room. This contrasts with the arti cially induced anomalies, whose intensity,
placement, and timing are varied during experimentation. Anomalous events can be
arti cially induced by hitting or knocking on the surface on which the sensor setup is
placed.

Experimental Setup

The experimental setup is built on a table measuring 80 120cm. Two wooden boxes,
32 cm and 16 cm in height, respectively, are used to create di erent elevation levels. A
water basin with a capacity of 5 liters is placed directly on the table in one corner; a
second basin of the same size is placed on top of the taller box in the diagonally opposite
corner, creating a height di erence between the two reservoirs. Two aquarium pumps [56]
inside the lower basin continuously pump water up to the higher basin, and a third pump
inside the upper basin returns the water back down, establishing a closed circulation loop.
The basins are connected by elastic PVC tubes. A vibration unit is mounted directly to
the table surface and secured with a tie-down strap, serving as a controllable source of
acoustic and mechanical disturbance. All the components are powered via a multi-outlet
strip mounted on the table.

This setup simulates a small-scale pumping system with continuous mechanical activity,
providing a realistic and repeatable environment for evaluating the anomaly detection and
localization system. The experimental setup is shown in Figures 5.2 and Figure 5.1.

Sensor Placement

The sensor nodes are mounted either directly on the small pumps or placed on the surface
within the experimental area. Their arrangement is such that they enclose a de ned
region of 60 80 cm into which all anomalies are introduced, ensuring that every anomaly
falls within the sensor array and is simultaneously observable from multiple nodes. The
localization approach relies on the assumption that both sound and structural vibration
decay with increasing distance from the source [24, 25], causing an anomaly to produce a
stronger response at nearby sensors than at distant ones.

Devices 1 and 2 are mounted on the small pumps located in two corners of the table:
Device 1 on the lower basin and Device 2 on the higher basin. Device 3 is positioned in
the center of the table, resting on a raised wooden surface mounted on a box. Devices 4
and 5 occupy the two remaining corners, with Device 4 resting on a raised wooden surface
mounted on a box and Device 5 on the table surface. The primary source of background
noise and vibration is situated at the end of the table closest to Devices 1 and 4, at a
position slightly closer to Device 4. Figure 5.3 shows the abstract plan of the experimental
setup, which directly corresponds to Figure 5.1.
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